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Introduction

1.1 Scope

This document provides the description of the set of Secure Socket Layer (SSL) AT
commands related to the SSL protocol.

1.2 Audience

This document is intended for people who are about to develop applications using
secure sockets.

The reader is expected to have knowledge in wireless technology as well as in AT
commands. A basic knowledge of SSL and Transport Layer Security (TLS) security
protocol is also needed. For protocol details, refer to RFC 2246; The TLS Protocol
Version 1.0.

For details about certificates, refer to RFC 2459; X509v3.

1.3 CyaSSL

CyaSSL library is the third party SSL library for building security functionality into
embedded devices with minimal footprint and supports SSL 3.0, TLS 1.0, TLS 1.1 and
TLS 1.2 standards. With the help of CyaSSL service layer, application protocols such
as HTTPS and Lightweight Directory Access Protocol (LDAP) can be designed to
transmit data over a secure connection.
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Preliminary Operations

Before initializing a secure socket and transmitting data over the secure channel,
certain preliminary operations need to be performed which are mentioned below.

2.1 IP Configuration

CyaSSL requires IP configurations to be done to access the secure server over which
data can be transmitted.

2.2 Configuring or Activating Context

Before working with AT commands for establishing secure connection using SSL, the
activation of a PDP context is needed.

First of all, context parameters have to be set. They consist in a set of information
identifying the internet entry point interface provided by the ISP. This can be done
using the AT+CGDCONT command:

AT+CGDCONT[=<cid>[,<PDP_type>[,<APN>[,<PDP_addr>[,<d_comp>[,<h_com
p>111111

Where:

e <cid>: the PDP Context Identifier, a numeric parameter which specifies a
particular PDP context definition.

® <PDP_type>: string value. It indicates the type of the packet switching protocol.
"IP": IP protocol
"PPP": Point-to-Point protocol

® <APN>: the Access Point Name, a string that represents logical name used to
select GGSN or external packet data network.

To unlock password protected PIN, use AT+CPIN=<PIN>.
e <PDP_addr>: string value. It indicates the address of MSI.
e <d_comp>: a numerical value, controlling the compression of PDP data.

0: No compression

Huawei Proprietary and Confidential
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1. Compression
2: V.42bi (reserved, not supported currently)

If no <d_comp> is included, it is equivalent to the effect that the <d_comp> is 0.
<h_comp>: a numerical value, controlling the compression of PDP header.

0: No compression

1: Compression

2: RFC1144 (applicable for SNDCP only) (reserved, not supported currently)

3: RFC2507 (reserved, not supported currently)

Other values are reserved.

If no <h_comp> is included, it is equivalent to the effect that the <h_comp> is 0.

Example

2.3 SSL

To configure APN:
AT+CGDCONT=1,"IP","mhahuaweil.com"
OK

To check the APN settings:

AT+CGDCONT?

+CGDCONT: 1,"IP","mhahuaweil.com”,"",0,0

OK

To get the signal strength:
AT+CSQ

+CSQ: 28,99

OK

31 is the strongest, 0 is the weakest, and 99 for none.
To get the registered network:

AT+COPS?

+COPS: 0,0,"Terminal MHA Net",2

OK

SSL is a cryptographic protocol used over the internet to provide secure data
communication in client server architecture. Examples are HTTP (HTTPS)
connection between web browsers and web servers; SMTP (SMTPS) connection
between SMTP client and server; FTP (FTPS) connection between FTP client and
server.
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2.3.1 Cipher Suites

The cipher suite represents the set of algorithms which are used to negotiate the
security settings for a network connection using the SSL network protocol. It includes
a public key algorithm (used for sharing the secret key during the handshake), an
encryption algorithm (used for encrypting the message stream) and a hash algorithm
(used for generating message digests).

The supported cipher suites are listed below:

Value | Cipher_suites
0 All supported Ciphers
1 TLS_RSA_WITH_RC4 128 SHA
2 TLS_RSA_WITH_RC4 128 MD5
3 TLS_RSA_WITH_NULL_SHA
4 TLS_RSA_WITH_NULL_SHA256
5 TLS_RSA_WITH_AES_256_CBC_SHA
6 TLS_RSA_WITH_AES_128 CBC_SHA
7 TLS_RSA WITH_AES_128 CBC_SHA256
8 TLS_RSA_WITH_AES_256_CBC_SHA256
9 TLS_RSA_ WITH_3DES_EDE_CBC_SHA
10 TLS_DHE_RSA WITH_AES 256 _CBC_SHA
11 TLS_DHE_RSA_WITH_AES 128 CBC_SHA
12 TLS_DHE_RSA_ WITH_AES 128 CBC_SHA256
13 TLS_DHE_RSA WITH_AES 256 _CBC_SHA256
14 SSL_RSA_WITH_RC4 128 SHA
15 SSL_RSA_WITH_RC4 128 MD5
2.3.2 Certificates

The SSL module allows the storage of client and server certificate. The certificates
should be in PEM format. Certificates can be stored using AT commands also.
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Configure SSL

Before opening an SSL socket and exchanging data through secure or normal socket,
the following steps need to be performed:

Initialize SSL library

Enable secure CyaSSL channel

Configure secure socket

Manage certificate

3.1 Initialize SSL Library

Before opening a secure socket and exchanging data through it, the CyaSSL library
needs to be initialized. Once SSL service task is created, CyaSSL library is
initialized internally and a CyaSSL context is created.

3.2 Enable Secure CyaSSL Channel

The first step to be done in order to exchange data through an SSL socket is to
enable the secure socket.

This can be done using the AT command ATASSLEN:
ATASSLEN=<SSL_id>,<Enable>[,<Encode_ok>]
Where:

® <SSL id>: must be set to 1, for security socket ID available.

® <Enable>: indicates the desired status. O indicates to disable socket; 1 indicates
to enable socket.

® <Encode_ok>: indicates encode type for ATASSLRX and ATASSLTX commands
(optional, it will take the value as 1 by default).

Without entering this command, any attempt to set SSL parameters by means of
an SSL command fails.

Example

Enable SSL socket 1:
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ATASSLEN=1,1
OK

3.3 Configure CyaSSL Socket

CyaSSL socket parameters can be configured using the AT command ATASSLCFG.
ATASSLCFG=<SSL_id><TimeOut>[,cipher_suit>,security_level>]
Where:

® <SSL_id>: must be set to 1, for security socket ID available.

® <TimeOut>: indicates default maximum blocking timeout. Time out may range
from 1s to 60s.

e <cipher_suit>: set the value to 0; all the available cipher suites supported by
CyaSSL are proposed to the server. It is responsibility of the remote server to
select one of them. Supported ciphers are mentioned in section 2.3.1 .

® <security level>: the authentication mode.
0: SSL verify none: no authentication, no security data is needed at all.

1: Server authentication mode: CA Certificate storage is needed (the most
common case).

2: Server or Client authentication mode: CA Certificate (server), Certificate (client)
and Private Key (client) are needed.

Example

CyaSSL socket configuration:

ATASSLCFG=1,60,0,1

OK

3.4 Manage Certificate

Certificate management can be done using the AT command ATASSLMNG.

ATASSLMNG=<SSL_id><data_type>,<action>,<file_name>,[<package id><tota
|_no_of _packages>,<cert_info>],[<password>]

Where:

® <SSL id>: should be set to 1 for secure socket.
e <data_type>: identifies the certificate/key to be stored.
0: Certificate of the client (module).

1: Root CA certificate of the remote server, it is used to authenticate the remote
server. It is needed when <security _level> parameter of AT"SSLCFG command
issetto 1 or 2.

2: RSA private key of the client (module). Storing of certificates or private keys
are required if the Server or Client authentication mode has been configured.
Refer to <security_level> option in section 3.3 .
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<action>:

0: Store certificate
1. Delete certificate
2: Load certificate

<file_name>: the file name used for storing the certificate. The maximum length
of the file name is 255.

<package_id>: package identification number (1-10).

<total_no_of_packages>: total number of packages after splitting the Base 64
encoded format certificate data of each package of size maximum of 1024 bytes
(1-10).

<cert_info>: string type, broken certificate package (converted into Base 64
encoded format before splitting the package) data (1-1024 bytes).

As we are decoding the certificates only after the last package is received, each
package does not need to be multiple of 4.

<password>: string type, password for private key.

Example

Store CA certificate:

ATASSLMNG=1,1,0,"ca-
cert2.pem",1,7,"LSOtLS1CRUdJTIBDRVJUSUZJQOFURSOtLSOtCk1JSUVuakND
QTRhZ0OF3SUJBZOIKQUOUUXAXOTVKZIEATUEWRONTcUdTSWIzZRFFFQKJIRV
UFNSUdRTVFzdONRWUQKVIFRROV3SIZVekVRTUEOROEXVUVDQK1IVFc5dW
RHRNVZVEVRTUEOROEXVUVCeE1IUWO5NIpXMWhiakVSTUE4RwpBMVVFQ
2hNSVUyRjNKRzI2ZEdneEV6QVJICZ05WQkFzVENITnZibk4xYkhScGJItY3hGak
FVOMdOVKIBTVREWGQzCmR5NTVZWES6YkM1amlyMHhIVEFiQmdrcWhra
Uc5dzBCQ1FFVORtbHVabTIBZVdGemMyd3VZMjl0TUIOWERURXgKTVRBeUS
ERTRNVGd4ATIZVWWERURTBNRGN5TURFNE1UZ3hOVm93Z1pBeEN6QUpPCZ
05WQKFZVEFsVIRNUKF3RGAZRApWUVFJIRXdKkTmIyNTBZVzVoTVJIBdORNW
URWUVFIRXdkQ2IzcGxiVOZ1TVIFdOR3WURWUVFLRXdoVFIYZDBiMjkwCmF
ERVRNQKVHQTFVRUNA4TUtRM]I1YzNWc2RHbHVaekVXTUJRROEXVUVBeE1
OZDNKMOxubGhjM05zTG10dmJURWQKTUJzRONTcUdTSWIzRFFFSKFSWU9
hVzVtYBCNVIYTnpiQzVQqYjlwd2dnRWINQTBHQINXRINJYNEUUVCQVFVQQ
pBNEICRHdBd2dnRUtBbOICQVFDLORNb3RGTEIaEVKYnpUZ2ZTdkpOZFJEe
HRqV2YzOHA5QTVgVHIONERadTRxCjhkaXdmVzRIVKFzZUW1DRK5NTXNTS
UImTVQ5NUZmMY2x5ZHpMcXIlwQzdhVKIRQXkrbzg1WEY4WXRpVmh2dloyK2s
KRUVHVNJRcWIONIhBcO5Kd2RsQXdXNmMpvQON40ODdhZWIIbzA0S1J5¢3grM3l
MSId3bFIKOVNWdzR6WGNsNzcyQQpkVkIVUEQzS1kxdWZGYIhUSFINdkdk
R"

OK

ATASSLMNG=1,1,0,"ca-
cert2.pem",2,7,"TgyM1k2ekxoOXIWEMxOXBBYjlnaDNITWJRaTFUbIAOYS9IMn
JlalkvCm1ONkVmMQVZuem1vVU9JZXA4W XkxYU10b2YzRWdLL1dnWS9WVOw
2TWOwcmR2c1ZvWDF6aVpDUDZUV0cvK3d4TkoKQOJZTHAWMWSBRKI4WNI
OT21PMVJISUjI1Qk5rTDdOZ29zMHUSN1IRaNUFNTUIBQUdgZ2Znd2dmVXdIU
VIEVIIWTwWpCQIIFRKNIT1p4RjB3eVIkUCswelk3T2syQjB3NWVqVk1ISEZCZ05W
SFNNRW(diMHdANnYNnFBRKNIT1p4RjB3eVIKCIArMHpZNO9rMklwdzVialZzvwUdXc
EIHVE1JR1FNUXN3Q1FZRFZRUUdFdOpWVXpFUU1BNEdBMVVFQOINSFRX
OXUKZEdGdVIURVFNQTRHQTFVRUJ4TUhRbTK2WIcxaGJqRVINQThHQTFV
RUNoTUIVMKYzZEc5dmRHZ3hFekFSQmdOVgpCQXNUQ2tOdmJIuTjFiISFIwY
m1jeEZqQVVCZ05WQKFNVERYZDNkeTU1WVhOemJIDNWpiMjB4SFRBYkJna
3F0a2IHCjIBMEJDUUVXRG1sdVptOUFIV0Z6YzJ3dVkyOXRnZ2tBNmRDblgza2
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W5RHA3REFZRFZSMFRCQVV3QXdFQi96QU4KQmdrcWhraUc5dzBCQVFVRk
FBTONBUUVBWDRZVTIGROx2S1ZPTU5wWZXJKcjRITmttUzZVQNTR4eUpiNTd1c
zUxMwpQb2tnZHFQbTZIWVZJIZHZpTTdIMDFkQ2Y40OEdraDVKYytk SCONQyt
PQTd5elBBd3IVNUIMR3BBZXI1IM3pudGNICKFxbDIKMIpgTDY4WTE2d1ItSXIE
anpgekM2dzJFSFg3eW5ZVFVGcONgMO8vNDZEdWexSWXWTTRtenB50Uwzb
XIKRzIJIDNGt2RUR3UHc3Q05uQXJkVnIDQ1dBWVMzY242ZURZZ2RINEFKTV
N3Y3dCS21ISEZWL0J4TFF5MEpkeTg5bQpBUM9YN3ZrUF"

OK

ATASSLMNG=1,1,0,"ca-
cert2.pem",3,7,"IMZmJiMmpsVGtGaWJOTnZZRTIMSjk3UEdBZnhFMTNMUDZrb
FIOCFNYTWdFNFZZUzITcVFUdEhpCnJ3RzFINkhzTWRwN1kybkV1UFBuenF
FOXdOdHQ4NOxaUnNpzZnc3aHdXaDkveWc9PQotLSOtLUVORCBDRVJUSUZJ
QOFURSOtLSOtCkNIcnRpzZmljY XRIOgogICAgRGFOY ToKICAgICAgICBWZXJza
W9uOiAzICgweDIpCiAgICAgICAgU2VyaWFsIES1bW JIcjoKICAgICAgICAQICAg
ZTk6ZDABYTc6NWYBNzk6MjUE6ZjQ6M2MKICAgICAQICBTawWduYXR1cmUgQ
Wxnb3JpdGhtOiBzaGExV210aFJTQUVuUY3J5cHRpb24KICAgICAgICBJICc3N1ZXI
6IEM9VVMsIFNUPU1vbnRhbmESIEwW9Qm96ZW 1hbiwgTz1TYXd0b290aCwgT1
U9Q29uc3VsdGluzywgQ049d3d3Lnlhc3NsLmNvbS9lbWFpbEFkZHJIIc3M9aW5
mbOB5YXNzbC5jb20KICAgICAgICBW YWxpZGl0eQoglICAgICAgICAgICBOb3Q
gQMVmb3JIOIBPY3QgMjQgMTg6MTg6MTUgMjAXMSBHTVQKICAgICAgICAgI
CAgTmM9OIEFMdGVyYIDogSnVsIDIwWIDE4OjE4OQJELIDIWMTQgRO1UCIAgICAgIC
AgU3ViamVjdDogQz1VUywgU1Q9TW9udGFuYSwgTD1Cb3plbWFuLCBPPVN
hd3Rvb3RoLCBPVT1Db25z2dWx0aW5nLCBDTj13d3cueWFzc2wuY29tL2ViYWI
sQWRkecmVzcz1pbmzZvQHIhc3NSLmNvbQogICAgICAgIFN1YmplY3QgUHVIibGI|
IEtleSBJbmZvOgogICAgICAgICAgICBQAWJIsaWMgS2V5IEFsZ29yaXRobTogen
NhRW5jcnlwdGlvbgogICAgICAgICAgICBSUOEgUHVIibGIjIEtleTogKDIwWNDggYm
I0KQogICAgICAgI"

OK

ATASSLMNG=1,1,0,"ca-
cert2.pem",4,7,"CAgICAgICAgTW9kdWx1cyAoMjAOOCBIaXQpOgoglICAgICAgI
CAgICAgICAgICAgIDAWOMIMOjBjOMNhOjIkOJE0OmIYOjFIOjg00jQyOjViOm
NkOjM40jFmOjRhOgogICAgICAgICAgICAgICAgICAGIGYYOjRKOjc1OjEWOmMY
XxOmMI20jM1OjJiImOmMRmMOMNhIOjdkOjAz0Ojk40mQzOmMFjOgogIlCAgICAgICAgIC
AgICAgICAgIGRIOjAZOjY20mVIOjJhOmYXxOmQ40mIwOjdkOjZIOjA30jU0O]BICAg"

OK

ATASSLMNG=1,1,0,"ca-
cert2.pem",5,7,"ICAgICAgIDczOjFiOjQyOjJkOjuzOjliOmZIOjJFhOmZjOjdkOmFiO
jdhOjM20jNmMOjk40gogICAgICAgICAgICAGICAgICAQIGRIOjg0OjdjOjA10jY30
MNIOjZhOJE0OjM40jg30OmE50mMYx0jhjOmI10jY40goglCAgICAgICAGICAQICA
gICAgIGNIiOjY40jdmOjcxOjlwOjJiOmY10mEwWOjYzOmY10ju20jJmOmEzQjl2
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OmQyOgogICAgICAgICAgICAGICAGICAGIGI3OjZmOmIxOjVhOJE30mMQ30jM4
0Ojk50jA40mMZIOjkz0OjU40jZmOmMZIOMMz0OgogICAgICAgICAgICAgICAgICAgGID
EzOjQ50jA40jE20jBiOME30jRkOjY30jAWOjUyOjMxOjY 30jlzOjRIOKk40gogIC);
Y6MUQ6MOYBRUQEMzMBENjMEQMEQTQ6RDg6MUQEMZAGRTUBRTg6RDUK
ICAgICAgICAgICAgQICAGIERpck5hbWUGLOMOVVMvU1Q9TWudGFuYS9"

OK

ATASSLMNG=1,1,0,"ca-

cert2.pem”,6,7,"MPUJvemVtYW4vTz1TY Xd0b290aC9PVT1Db25zdWx0aw5nL
ONOPXd3dy55YXNzbC5jb20vZW1haWxBZGRyZXNzPWIuzZm9AeWFzc2wuY29
tCIAgICAgICAQICAQICAQICBzZXIpYWWERTK6RDAGQTCENUYENZzk6MjUBR|Q6
MOMKCIAgICAgICAgICAgIFg1IMDI2MyBCYXNpYyBDb25zdHJhaW50czogCiAg|
CAgICAgICAgICAgICBDQTpUUIVFCIAgICBTaWduYXR1ecmUgQWxnb3JpdGht
OiBzaGExV2I0aFJTQUVUY3J5cHRpb24KICAgICAgICA1Zjo4NjoxXNDpmNDol1M
To4YjpiYzphNTo0ZTozMDpkYTolZTphYzo5YTpmODo02YzpkOToyNjoKICAgICA
gICAO0Yjo5MzpmOTpIMzoxYzo40To2Zjo5ZTplZTpiMzo5ZD03Nz0zZTo40ToyM
Do3NjphMzpINjoKICAgICAgICBIOD0o4NjoxNToyMTpkYjplMjozMzpiMjozNDpkNT
pkMDo5ZjpmMzpjMTphNDo4Nzo5MjolYzoKICAgICAgICBMOTpkMTpmZjozMD
oyZjo4ZTowMzpiYzpiMzozYzowY zozMjphMzo5MDo1ZjoxY ToSMDoxZ ToKICAgI
CAgICBhZjo5ZDpmMzo5ZTpkNzowNzowMjphOTo3ZDoyNzo2Njo2MzoyZjphZjo
XODpkNzphYzoxODoKICAgICAgICA50D04Yz04Mz04ZjozODpmMzowYjphYzo
ZNjoxMDo3NTpmYjpjYTo3NjoxMzo1lMDolYjowMjoKICAgICAgICA4Zjo3MzpiZjpl
MzphMDplZTo4Mzo1MjoyNTo1NDpjZToyNjpjZTo5YzpiZDoyZjo3OTphYjoKICAgI
CAgICAXYjo2MDpiODo5MjpmMTowMzpjMDpmYzozYjowODpkOTpjMDphZDpk
NTo3MjowODoyNTo4MDoKICAgICAgICA2MToyZDpkYzo5ZjphNzo4Mz"

OK

ATASSLMNG=1,1,0,"ca-
cert2.pem",7,7,"02MjowNzoONzpIMDowNzo0Yzo0YjowNzozMDowNDphOTo4N
ZoKICAgICAgICAXYz01NTo3ZjowNzoxMjpkMDpjYjoOMjo1ZDpjYjpjZjo2NjowMT
oXYToxNzplZTpmOTowZjoKICAgICAgICA2MDpiNzpkYjo2Zjo20ODpINTo0ZToOM
To2Mjo2ZTpkMz02Zj02MD00Zjo0YjoyNzpkZTpjZjoKICAgICAgICAXODowNzpm
MToxMz01ZDpjYjozZjphOToyNToONDpkYTo1lMjolYzpjODowNDpIMTolNjoxMjo
KICAgICAgICBMNToyYTo5MDo0ZTpkMTpIMjphZjowMTpiNToyMzphMTplYzoz
MTpkYTo3Yjo2Mzo20TpjNDoKICAgICAgICBIODpmMzpINzpjZTphMTozZDpjM
DpkYjo2ZDpmMzpiMjpkOToONjpjOD05ZjpjMzpiOD0o3MDOoKICAgICAgICALYTox
Zjo3ZjpjYQo="

OK
Store client certificate:

ATASSLMNG=1,0,0,"client-
cert.pem",1,7,"Q2VydGImaWNhdGUG6CiAgICBEYXRhOgogICAgICAgIFZIcnNpb
2461DMgKDB4MIKKICAgICAQICBTZXJpYWwgTnVtYmVyOgogICAgICAgICAQIC
A4Nzo0YTo3NTpiZTo5MTo2NjpkODozZAogICAgICAgIFNpZ25hdHVYZSBBbGd
veml0aGO6IHNoYTFXaXRoUINBRWS5jcnlwdGlvbgoglCAgICAgIEIzc3VIcjogQz1
VUywgU1Q9T3JI1Z29uLCBMPVBvcnRsYWS5KLCBPPXIhUINMLCBPVT1Qcm9n
cmFtbWIuZywgQ049d3d3Lnlhc3NsLmNvbS9IbWFpbEFkZHJIc3M9aw5mb0OB5Y
XNzbC5jb20KICAgICAgICBWYWxpZGl0eQoglCAgICAgICAgICBOb3QgQmMVYm
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b3JIOIBPY3QgMjQgMTg6MJEBNTUgMjAXMSBHTVQKICAgICAgICAgICAGTmM9
OIEFMdGVyIDogSnVsIDIwIDE4QjIxOjUlIDIWMTQgRO1UCIAgICAgICAgU3Viam
VjdDogQz1VUywgU1Q9T3JI1Z29uLCBMPVBvcnRsYW5KLCBPPXIhULINMLCBP
VT1Qcm9ncmFtbWIluzZywgQ049d3d3Lnlhc3NsSLMNvbS9IbWFpbEFkZHJIc3M9a
W5mb0B5YXNzbC5jb20KICAgICAgICBTdWJIqZWNOIFBLYmxpYyBLZXkgSW5
mbzoKICAgICAgICAgICAgUHVibGIjIEleSBBbGdveml0aG06I1HIzZYUVuY3J5cH
Rpb24KICAgQICAgICAgICAQUINBIFB1YmxpYyBLZXk61CgyMDQ4IGJIpdCkKICA
gICAgICAQICAgICAgIE1vZHVsdXMgKDIwNDggYmIOKToKICAgICAgICAgICAgI
CAgICAgICAWMDpjMzowMzpkMToyYjpmZTozOTphNDozMjoONTozYjo1MzpjO
Do4NDoyYjoKICAgICAgICAgICAgICAQICAGICAYYTo3Yzo3NDo5YTpiZDphYTo
yYTo"

OK

ATASSLMNG=1,0,0,"client-
cert.pem”,2,7,"1MjowNzoONzpkNjphNjozNjpiMjowNzoKICAgICAgICAgICAgICAg
ICAgICAzMjo4ZTpkMDpiYTo20To3Y|pjNjpjMzoOND05ZTpkNDo4MToOODpmZDICAgICAgICAgQICAQICAQICBjNTo3NDo2NzpiNDozMjo4Mjo2Zjo4ZDo4NjpjMjo4
ODo0MD050TozNjo4MzoKICAgICAgICAgICAQICAgICAQICBIYToxZToOMDo3M;j
oyMjoxNzpkNzo1Mjo2NToyNDo3MzpiMDpjZTplZjoxOToKICAgICAgICAgICAgIC
AgICAQICBjZDphZTpmZjo30D02Yzo3YjpjMDoxMjowMzpkNDo0ZTo3MjowZDo
1MDo02ZDoKICAgICAgICAgICAgICAgIC"

OK

ATASSLMNG=1,0,0,"client-
cert.pem",3,7,"AgICAzYjphMzozYjphMz0o50T01ZTo5ZDpjODpkOTowYzo4NTpi
MzpkOTo4YTpkOToKICAgICAgICAgICAgICAGICAgICALINDoyNjpkYjo2ZDpmYT
phYzpiYjpmZjoyNToOYzpjNDpkMTo30TpmNDo3MToKICAgICAgICAgICAgICAgI
CAgICBkMz04NjoOMDoxODoxMzpiMDo2MzpiNTo3Mjo0ZTozMDpjNDo5Nzo4N
Do4NjoKICAgICAgICAgICAgICAQICAgICAYZDo1NjoyZjpkNzoxNTpmNzo3ZjpjM
DphZTpmNTpmYzolYjpINTpmYjphMToKICAgICAgICAgICAgICAQICAQICBIYTp
kMwogICAgICAgICAgICAgICAgRXhwb25IbnQ6IDY1NTM3ICgweDEWMDAXKQ
0glCAgICAgIFg1MDI2MyBIleHRIbnNpb25z0gogICAgICAgICAgICBYNTASdjMgU
3ViamVjdCBLZXkgSWRIbnRpZmllcjogCiAgICAgICAgICAgICAgICAzMzpEODOO
NTo2NjpENz020D04NzoxOD0o3RTol1NDowRD0o3MDoyNzo5MTpDNzoyNjpENz
04NTo2NTpDMAO0gICAGICAgICAgICBYNTASdiMgQXV0aG9yaXR5IEtleSBIZGV
udGImawVyOIiAKICAgICAgICAgICAgICAQIGtleWIkOjMzOkQ40jQ10jY20kQ30
jY40jg30jE40jdFOjU0OBEOjcwOjI30jkxOkM30jl120kQ30jg10jY LOkMwCIAg|
CAgICAgICAgICAgICBEaXJOYW1IOi9DPVVTLINUPU9yZWdvbiOMPVBvCNRs
YW5KL089eWFTUOWvVT1U9UHJIVZ3JIhbW1pbmcvQ049d3d3Lnlhc3NsLmNvhS9l
bWFpbEFkZHJIc3M9aW5mb0OB5YXNzbC5jb20KICAgICAgICAgICAgICAgIHNIC
MIhbD0o4Nzo0QTo3NTpCRTo5MTo2NjpEODozRAOKICAgICAgICAg!”

OK

ATASSLMNG=1,0,0,"client-
cert.pem",4,7,"CAgWDUwWOXY zIEJhc2ljIENvbnNOcmFpbnRzOIAKICAgICAgICA
gICAgICAQIENBOIRSVUUKICAQIFNpZ25hdHVYyZSBBbGdveml0aGO6IHNoYTF
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XaXRoUINBRWS5jcnlwdGlvbgogICAgICAgIDFjOjdjOjQyOjgxOjI5OjlIOjIXOMNmMO
MQWOMQ40mMMxOjU00;ZmOmMNjOmMFIOJE0OjA50jM40gogICAgICAgIGZmMO;j
Y40jk40jlhOjk10jUz0jc20jE40jdiOmU20jMwOjc20mVjOjl40jBkOjc1OmME30
MRIOgogICAgICAgIGUWOMNKOjhIOMQ10jU10jIz0jZzh0OjQ30jJiOjRIOjhkOmMZj
0jdkOjA20mEzOmMQ40jBmOmFkOgoglCAgICAgIDVIOMQ20jA00MM50jAWO]
MzOmZiOjc30j130mQzOmI10jAzOmMIz0jdiOjIx0Ojc00jMxQjBiOgogICAgICAgID
RhOmMFmMOjJkOjFhOmIz0jkzOjhIOMNjOmYzOjVmOjNkOjkwOjNmOmMNjOmUzO
jUL0OJE50jkxOgoglICAgICAgIDdiOjc40jl00jJIOJRhOjJA50mMJiOjE40jRIOj YXOjJk
OjljoOmM20jBhOmEwWOjM00jkx0jg40gogICAgICAgIDcwOjZiOjNiOjQ40jQ30m
JjOjc50jk0OMEYyOmMEWOj]RKOjMyOjQ30jU00OMMyOmEzOmMRj0OjJIOgogICAgIC
AgIGQyYOjUxOjRjOjI50]M50JEXOmMZmOmUyYOJE10jVIOjU40jk30jM20mY20m
U50jA20jA20jg20goglICAgICAgIDBIOjhkOjlkOjk10jAz0OjcyOmlyQjhiOjESOjdjO
MUS5SO0JEO0QjZIOMExOjg40jcz0jY40jU40gogICAgICAgIDZKOjcxOjVIOmMMyOm
Q10mMQzOEzZOMQYOjVMOmMRIOMVhOjAzOmMJIIOMUYOjAWOjQwOmMU10mNIO
goglICAgICAgIGZKOmMU20jkyOjMx0Oju30mMzOmVioOmJiOjY20mFj"

OK

ATASSLMNG=1,0,0,"client-
cert.pem",5,7,"OmNiOjJmOjFhOmMZhOmUwQOjYyOmEyOjQ30gogICAgICAQIGY
00jkz0jQz0jIhOjRIOjZjOjVIOBhOjIMOmMY50mU30mU20jRhOjYz0jg20mIwO
mFjOjJhOgogICAgICAgIGEXOMViIOmMIOO}ViojY 30MNKOjMyOmUOOmI20jEXO;j
RiOjIhOjcyOjY20jBkOmEYOjRhOjc20gogICAgICAgIDhmOmMZIOjlyOmJjOjgzOm
ZkOmRIiOMI30OMQ1OmME50mMVIOALOMM50mIx0jcxOjdIOjFiOjJiOgogICAgICA
glGUxOmMUzOmMFmMOmMMwCIOtLSO0tQkVHSU4gQOVSVEIGSUNBVEULLSOtLQpN
SUIFbURDQOE0Q2dBdOICQWdJISKFJZEtkYjZSWnRnOU1BMEdDU3FHUOQIIMO
RRRUJCUVVBTUIHT01Rc3dDUVIECIZRUUdFdOpWVXpFUE1BMEdBMVVFQO
JNR1QzSmxaMjl1TVIFdOR3IWURWUVFIRXdoUW!IzSjBiIROZ1IWKRFT01BdOcK
QTFVRUNOTUZIVOZUVTB3eEZEQVNCZ05WQkFzVEMxQnlIMMR5WVexdGFX
NW5NUIIBRKFZRFZRUURFdzEzZDNjdQplV0Z6YZzJ3dVkyOXRNUjB3R3dZSktv
WklodmNOQVFrQkZnNXBibVp2UUhsaGMzTnNMbU52YIRBZUZ3MHhNVEV3C
k1qUXhPREI4TIRWYUZ3MHhOREEzTWpBeE9ESXhOVFZhTUIHTO01Rc3dDUV
IEVIFRROV3SIZVekVQTUEWROEXVUUKQOJNR1QzSmxaMjl1 TVIFdOR3WUR
WUVFIRXdoUWIzSjBIR0Z1WKRFT01Bd0dBMVVFQ2hNRmMVXRIRVMHdA4RKkR
BUwpCZ05WQkFzVEMXQnliIMMR5WVexdGFXNWSNUIIBRKFZRFZRUURFdzE
zZDNjdWVXRnpjMnd1WTI5dE1SMHdHA1IKCktvWklodmNOQVFrQkZnNXBibV
p2UUhsaGMzTnNMbU52YIRDQOFTSXdEUVIKS29aSWh"

OK

ATASSLMNG=1,0,0,"client-
cert.pem",6,7,"2Y05BUUVCQIFBRGANRVAKQURDQOFRbONNZOVCQUINRDB
TditPYVF5UIROVHIJUXJLbngwbXlycUtsSUhSOWFtTnJJSE1vN1F1bWw3eHN
ORQpudFNCU1AwWdGFLS0xaN3VoZGNNMKkxFCINHL2VMdXMA4TitIL3AM4WUVIZ
TVzRFI1cS9aY3gvWINScHB1Z1VpVnZrCk5QZkZzQINUOVdAkNO9ucDQOUUZX
VnBHbUUwS04wanhBbkV6djBZYmZOMUVIREtFNzImMR2pTalhrNGM2VzN4dCs
KdjA2WDBCRG9xQWd3Z2E4Z0MwTVVAWFJUdERLQZ2I0Mkd3b2hBbVRhRHV
oNUFjaUIYMTFKbEpIT3d6dThaemE3LwplR3g3d0JIJRDFFNXIEVKJOTzZNN281
bGVuY2paREIXejdZclpWQ2JiYmZxc3UvOGXUTVRSZWZSeDAOWKFHQK93Clk
3VnlUakRFbDRTROXWWXYxeFgzZjhDdTImeGI1ZnVodXRNQOF3RUFBYU9CO
WpDQjh6QWRCZ05WSFEORUZNUVUKTTIORIp0ZG90eGgrVKEXd0o1SEhKAG
VGWmNBd2djTUdBMVVKSXdTQNnV6Q0J1SUFVTTIoRIp0ZG90eGgrVKExdwpK
NUhISnRIRIpjQ2hnWINrZ1pFd2dZNHhDekFKQmdOVkJBWVRBbFZUTVE4dOR
RWURWUVFJIRXdaUGNtVYm5iMjR4CkVUQVBCZ05WQKFVENGQNZjblJzZWVc
1a01RNHJEQVIEVIFRSOV3VjVZVK5UVERFVU1CSUdABMVVFQ3hNTFVISnYK
WINKaGIXMXBibWN4RmpBVUINTIZCQU1URFhKkM2R5NTVZWES6YkMlamly
MHhIVEFiQmdrcWhraUc5dzBCQ1FFVwWpEbWXx1IWmMO5QWVXRnpjMnd1WTI5d
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GdnaOFoMHAXdNBGbTJEMHAEQVIEVIIWVEJBVXdBdOVCL3pBTkJIna3Foa2lH
CjISMEJBUVVGQUFPQOFRRUFISHhDZ1NtZUIjJL1EYyTUZVYjh5dU"

OK

ATASSLMNG=1,0,0,"client-
cert.pem",7,7,"ZBazQvMmIZbXBWVGRoaDclaklyNONNTMRhZmUKNEOQOyTzFW
VWpha2NyVG8zOGZRYWoyQStOWHRZRXIRQXorM2NuMDdVRHMzc2hkREV
MU3E4dEdyT1Rqc3p6WHoyUQpQOHpqVItUmUzZ2tMa29KdXhoT1LITMmN4Z
3FNTkpHSWNHczdTRWU4ZVpTaW9FMHISMVRDbzI3dTBsRk1LVGtSCi8rSvZ
YbGIYTnZicEIJNYUdEbzJkbFFOeXNvclpmT2tVYnFHSWMyaFIiWEZId3RYVEU
5SmYzdW9EdnVIQVFPWESKL2VhUO1WZkQ2N3Rtck1zdkd2cmdZcUplOUpO
REtrdHNYZ292K2VmbVNtT0dzS3dxb2V1MFcyZk5NdVMyRVV1Y QpjbVIOb2tw
MmovNGI2SVASMjdmVnFINEZ5YkZ4ZmhzcjRIT3Z3QTO9CiOtLSOtRUSEIENFUI
RJRKIDQVRFLSOtLSOK"

OK
®  Store Client-Key certificate:

ATASSLMNG=1,2,0,"client-
key.pem",1,3,"LSOtLS1CRUdJITIBSUOEgQUFJIVKFURSBLRVKtLSOtLQpNSUIFCE
FIQkFBSONBUUVBd3dQUksvNDVWREpGTzFQSWhDc3FmSFNhdmFveVVnZ
EgxcVkyc2djeWp0QzZhWHZHCnecwU2UXSUZJIL1Mxb29vdG51NkYxeURZc1NO
SWIS5NHU2enczNTcrenhnUju3bXdOSG1lyOWx6SDIsSkdtb TZCUOoKVytRMDk4
V3dGSIAXWjNzNmVuamhBVIpXa2FZVFFVYM1NQRUNjVE8vUmMhOODNVUNNNb
1R2MThhTktOZVRoenBiZgpHMzYvWHBmMUUVPaW9DRENCcnIBTFF4VEZKR2
UwTWOKdmMpZYKkNpRUNaTmM9PNkhrQnlJaGZYVW1Va2M3RE83eG50CnJ20T
RiISHZBRWdQVVRuUSU5VRzA3b3plam1WNmMR5TmMtNaGJQWmIObFVKdHROK
3F5Ny95Vk14TkY10UhIVGhrQVKKRTdCanRYSkONTVNYaEIZdFZpL1hGZmQv
d0s3MS9GdmwrNkc2MHAIJREFRQUJBbOICQVFDaTV0aGZFSEZrQ000dQpiZE
Z0SG9YUONYR0O1SODRzVVdxZ0OVWNVQzcEZNSFczcVdYdnlkNnJaeHRIS3ES
amhGdVvJqSnYrMWJCTIp1T09sCnlISVhMZ3ImYitWWIAZWNZTYkVSd2xvdUZp
a04zcmVPMOVEVM91N2dicUgwdnBmYmhtT1dGTTJZQ1dBdE1IYWMKUEOzb
WIPNUhrbmtMV2dEaVhsOFIMSDM1QO0xjZ0Jva3FYZjBBcXIMaDhMTzhKS2xIS
mcO0ZkFDMytJWnBUVzIzZVApLNNnVVZ210RE50ajJMOFIpLOXWQIhRMHpZT3FrZ
Ig3b1IMxV1IWAE5jViQ4ZmxCY3ZxdDdwbnFqMHoOcE1qcURrCIZuT3I6MCtHeF
drODh5UWdpMXIXRFBwckVqdWFaOEhmeHBheXBkV1INEWNNKUW1naOVFW
FVWT1FYT1VqUU5ZdVUKYIJIZWo4cFpBb0dCQU9va3AvbHB"

OK

ATASSLMNG=1,2,0,"client-
key.pem",2,3,"NK2x4M0OZKOWIDRW9MMGS5IdW5JVzZjeEhlb2dObEZIRVACWT
ZnYKEVb3MrbQpiQjz3QmIrQWorZDNkcXpieXNmWIhwcy9KcEJTchZ3NGtBQVV
IN1FQVOpUbkwycCtIRTICSWRReFdSOU9paHFOCNAXZHNJdGpsOUgOeXBo
RExaS1ZWQTRIbUp3V0130WUySjdKTnVgRGFSNDIVMHoyTGhJMIVIRmIsSQ
WIHQKFOVTQKRzhPUHhaTU1Sd3R2TIpMRNNIMUd5SkIZai9XQUN2ZnzZvZjZ
BdWJIVcXVzb1izRjIsQjIDVGpkaWNCQnpVWW82bQpKb0VCLzg2SO0ttTTBOVU
NXYIEZWITTnFWMDJIYnNEYyVFRsYVFDM|JkYzRzTXJpYzkzazd3cXNWc2VHZH
NsRktjCk4yZHNMZSs3cjkrbWtEekVSOCtObHA2WXFiU2Z4YVpRMOxQdyszUV
hBb0dBWGINSIlyMjZmS0svUW5UMWZCelMKYWNrRURZVitQajBrRXNNWW
UVTXAAMThPZG14WmRIUkJoR21kTXZQTkIxdXdOYnBLc2p6bDIWaTJZazlkM
3VXZQpDc3BUc216M25yTnIDbHQIWmMV4dWtVNINJUGI4L0JidDAzZWUOOdXgv
c21rVGEzZ09XalprdEY2MOphQmFkVHBMCjc4YzhQdmY5SnJnZ3hKaOttbk8rd
3hrQ2dZRUF1alNURKt3MEdUdGZrVONzOTdUV2dRVTJIVVKO5NkdYY3J5N2M
KWVQ3SmZiaC90LO0E3bXdPQOtUZk9jazRSMWJIIQkRBZWdtWkZLalgvc2VjL3h
PYlhwaGV4aTk5cDI2R1JOSWp3Two4dFpSOVIMWW1jQVIIRBQS2YXYjRXN1
pITMtoVm0zOGhOQmY3UkFWSEJnaDU4UTITOWZRbm1xVnp5STEpBM3VICjQ
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yQUIvQzhDZ1IBUjBFdIBHMmMU1bnhCMVIOWmxyakhDeGpDcldRWIEyUSsxYO
FiMzhOUEIZbnlvMmO3MkIUL1QKZjEvcWIxcy"

OK

ATASSLMNG=1,2,0,"client-
key.pem”,3,3,"8yU3BIODFIU3dqQTMO0eTJqZFEWZVRTRTAXVMR3WEItL2N1eE
tibWpWelJoMEOWNk1PaldQNXBaQQo2MIA1R1IZNIVKMkpTNOR6K105ZEtKVT
R2aldyeWx6bmsxTTBvVVZKRXpsbFFrYWhuODMxdnc9PQotLSOtLUVORCBSU
OEQUFJIVKFURSBLRVKtLSOtLQo="

OK
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4 Work with SSL

4.1 Open a Secure Socket

As per AT command requirement, we provides an AT command for opening a normal
socket or a secure socket. In case of hormal socket creation, this AT command will
simply use the Real Time Executive (REX) socket interface to create and open the
common TCP socket. For secure socket creation, this AT command will use both
socket interface and CyaSSL library for creation of socket.

CyaSSL Socket Open uses the AT Command ATASSLO:

ATASSLO=<SSL_id>,<remote_IP><remote_port>,[<mode><TimeOut>]

Where:

<SSL_id>: SSL socket ID.

1: Secure socket connection

0: Normal socket connection

<remote_IP>: string type; IP address, IP or hostname of the server.

<remote_port>: port, the value ranges from 1 to 65535; remote port of the server
(usually 443).

<mode>: async mode (optional, it will take the value as 0 by default).
0: Sync mode
1: Async mode

- For Sync mode, data will be received in synchronous mode. If run ATASSLRX
command, then it will receive the data from server.

- For Async mode, data will be received in asynchronous mode (i.e.) whenever
data is available in the server, it will be received automatically.

<TimeOut>: timeout value in seconds (60—180 seconds). It is optional parameter.
It will take the value as 90 seconds by default.

Example

CyaSSL secure socket open:

Sync mode:
ATASSL0O=1,"192.166.63.155",443,0,60
OK
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® Async mode:

AT"SSLO=1,"192.166.63.41",473,1,60
OK

ASSLRX: 767
4.2 Socket Connection Status

An AT command is provided to know the current connection state of the socket based
on the <SSL_id>.

If the request is for normal socket ID, it will return connection closed or connection
opened if normal socket is available, or else it will return connection not opened.

If the request is for secure socket ID, it will return connection opened or connection
closed if secure socket is available, or else it will return connection not opened.

CyaSSL connection status can be obtained using the AT command ATASSLSTAT.
This command queries the status of a secure or normal socket.
ATASSLSTAT=<SSL id>

Where:

® <SSL id>: SSL socket ID.
1: secure socket connection
0: normal socket connection
® <conn_state>: values are as follows:
1: normal connection opened
2: normal connection not opened
3: secure connection opened
4: secure connection not opened
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Example
When the socket connection is established:
ATASSLSTAT=1

NSSLSTAT: Secure connection opened

OK

4.3 Exchange Data Through a Secure Socket
4.3.1 Transmit Data

Once the socket connection is established, an AT Command is provided to write data
into the opened socket.

Data can be transmitted through secure socket using the AT command ATASSLTX.
ATASSLTX=<SSL_id>,<data_buffer>[,<TimeOut>]
Where:

® <SSL id>: SSL socket ID.
1: secure socket connection
0: normal socket connection
e <data_buffer>: string type, the data which are needed to transmit [1-1024 bytes].

- If the <encode_ok> is set to 1, then the input buffer should be 768 bytes of
raw data.

- If the <encode_ok> is set to 0, then the input buffer should be 1024 bytes of
raw data.

- If <encode_ok> in ATASSLEN command is 1, then it should be Base 64
encoded format data. Otherwise it should be normal plain data.

® <TimeOut>: maximum blocking timeout in seconds. It is an optional parameter. It
can be omitted, and in this case the default timeout configurable with
ATASSLCFG will be used for secure socket TX and for normal socket TX, the
default timeout value (60s) will be used.

Example
(If <encode_ok> is 1 for ATASSLEN command):
ATASSLTX=1,"SGVsbG8=",60

OK

4.3.2 Receive Data

An AT command is provided to read data from the socket.
Data can be read from the socket using the AT command ATASSLRX.

ATASSLRX=<SSL_id><Maxlength>[,<TimeOut>]
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Where:

<SSL_id>: SSL socket ID.

1: secure socket connection

0: normal socket connection

In case of normal socket connection, effect and process will be the same as TCP.

<Maxlength>: specifies the maximum number of bytes that will be read from the
socket.

<TimeOut>: specifies the maximum blocking timeout. It can be omitted, and in
this case the default timeout configurable with ATASSLCFG will be used for
secure socket RX and for normal socket RX the default Timeout value (60
seconds) will be used.

<LengthOfRec>: the actual number of bytes received.
<Received_data>: the received data.

If <encode_ok> in ATASSLEN command is 1, then it is Base 64 encoded format
data (the length of the <Received_data> is differ from <LengthOfRec>, because
the <Received_data> is in Base 64 encoded format). Otherwise, the actual plain
data will be displayed.

Example

(If <encode_ok> is 1 for ATASSLEN command):
ATASSLRX=1,5,60

ASSLRX: 5

SGVshG8=

OK

4.4 Close Socket

At any time, users may want to close the socket for closing the connection.

Socket closure is accomplished by AT command ATASSLC:

ATASSLC=<SSL _id>

Where:

<SSL_id>: SSL socket ID.
1: Secure socket connection
0: Normal socket connection

Example

Close CyaSSL secure socket:

ATASSLC=1

OK
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SSL AT Commands

SSL AT Commands

In order to meet the requirements of AT commands for SSL, an Interface layer
called CyaSSL Service Layer is designed to run as a separate task that makes use
of both CyaSSL Library services and TCP for establishing normal or secure
connection based on the request from AT commands.

The following AT commands are designed to meet the requirements of SSL.

Requirement

Description

1 ATASSLEN=<SSL _id>,<Enable>[,<enc
ode_ok>]

Enable or disable a secure or normal socket.

2 ATASSLCFG=<SSL_id>,<TimeOut>[,<
ciphe rs_suit>,<scur_level>]

Configure the properties of secure socket.

3 ATASSLSTAT=<SSL_id>

Query the status of a secure or normal socket.

4 ATASSLO=<SSL_id>,<remote_IP> <re
mote_port>[,<mode>,<TimeOut>]

Create and open a secure or normal socket.

5 ATASSLTX=<SSL_id>,<data_buffer>[,
<TimeOut>]

Send data through the secure or normal socket.

6 ATASSLRX=<SSL_id><Maxlength>[,<
TimeOut>]

Receive the data through the secure or normal
socket.

7 ATASSLC=<SSL_id>

Close secure or normal socket.

8 ATASSLMNG=<SSL_id><data_type>,

<action><file_name>,[<package_id>,<
total_no_of packages>,<cert_info>],[<

password>]

Manage certificates and other security data like
private key.
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SSL Error Codes

The table below lists all the error reports generated by the SSL AT commands in

accordance with the selected format.

Numerical Format: AT+CMEE=1 Verbose Format: AT+CMEE=2
100 Unknown Error

2101 Operations failed due to system error
2102 Socket not enabled

2103 Socket not connected

2104 Socket already enabled

2105 Socket already connected

2107 SSL error during handshake

2109 Fail to connect specified address
2110 Invalid arguments

2111 Certification error

2112 Invalid Operation

2113 Certificate maximum limit reached
2114 Network timeout

2115 SSL read failed

2116 SSL write failed

13 SIM Failure
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7 Abbreviations

Acronym or Abbreviation Expansion

CA Certification Authority

FTP File Transfer Protocol

GGSN Gateway GPRS Support Node
HTTP Hypertext Transfer Protocol
LDAP Lightweight Directory Access Protocol
PDP Packet Data Protocol

SMTP Simple Mail Transfer Protocol
REX Real Time Executive

SSL Secure Socket Layer

TCP Transmission Control Protocol
TLS Transport Layer Security
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