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1 FTP Application Scenarios 

1.1 Creating an FTP Control Link 

1.1.1 Reference Process 

Command Description 

AT^IPOPEN=1,"FTP","192.166.63.41",2
1,,"username","password" 

Create a normal FTP control link; an 
FTP user is successfully logged in to 
FTP server. 

OK 

 

^IPSRVST:1,10,230 

 

 

 
 Only one FTP service can be enabled at a time. 

 Before an FTP service is enabled, Internet configuration and FTP configuration must be 
completed. 

 PDP must be activated. 

 

1.1.2 Troubleshooting 

Scenario  Possible Error Information  Solution  

Create the link. 

AT^IPOPEN=1,"FT
P","192.166.63.41",
21,,"username","p
assword" 

+CME ERROR: The 
network has not been 
established yet 

Initialize the internal 
protocol stack before 
sending the command to 
create the link. 

+CME ERROR: The link has 
been established already 

Try to open an already 
established link. 
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1.2 Configuring Data Transmission Mode 

In FTP, data can be transferred (PUT or GET) in three different modes. 

 Transparent transmission mode:  

For GET operation, files will be downloaded from the server and the content will 
be displayed to the user. 

For PUT operation, users shall enter the data to be transferred to the server 
followed by "+++" to indicate the end of file. 

During the data transfer process, we cannot execute other AT commands. 

 Command transmission mode: 

For GET operation, contents of downloaded file from server will be displayed to 
users through ^IPDATA report. 

For PUT operation, users shall enter the data to be transferred using 
AT^IPSENDEX command 

During the data transfer process, we can execute any other AT commands than 
GET and PUT. 

 Buffer mode:  

For GET operation, contents of downloaded file from server will be stored in a 
buffer.  

And a ^IPSRV report will be displayed which indicates whether there is data to 
be read. After that, users need to issue 
"AT^IPRCV=<link_id>,<reqReceiveLength>" to read the data from buffer. For 
more information on AT^IPRCV, please refer AT command document.  

The size of the buffer is 65536 bytes. 

PUT operation is similar as in command transmission mode. 

During the data transfer process, we can execute any other AT commands than 
GET and PUT. 
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1.2.1 Reference Process 

Command Description 

AT^IPCFL=14,0 Set data transmission mode to transparent 
transmission mode. 

OK  

AT^IPCFL=14,1 Set data transmission mode to command 
transmission mode. 

OK  

AT^IPCFL=14,2 Set data transmission mode to buffer transmission 
mode. 

OK  

 

The AT^IPCFL command is used to set the processing mode for FTP file data. By 
default, transparent transmission mode is set. Users can change the data 
transmission mode as per the need specified in section 1.2 . 

1.3 Configuring FTP Data Channel Mode 

1.3.1 Reference Process 

Command Description 

AT^FTPCMD=1,PORT Configure the connection mode in PORT mode for 

downloading and uploading data. 

OK  

AT^FTPCMD=1,PASV Configure the connection mode in PASV mode for 

downloading and uploading data. The default mode is 

PASV mode. 

OK  

 

 In PORT mode, the client creates the control channel and provides the data port 
number which it will be listening on. The server then creates the data channel 
with the client provided port. 

 In PASV mode, the client creates both control channel and data channel. 

PASV mode is generally used in scenarios where the server will not be able to setup 
the data channel; one of the major reasons for this would be the network firewall 
limitation. 
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1.4 Getting FTP File Size 

1.4.1 Reference Process 

Command Description 

AT^FTPCMD=1,FILESIZE,"ftp.txt" Get the size of the file. 

^FTPCMD: "FILESIZE",25490 

 

OK 

 

 

1.4.2 Troubleshooting 

Scenario  
Possible Error 
Information  

Solution  

File Size Command 

AT^FTPCMD=1,FILESI
ZE,"ftp.txt" 

+CME ERROR: The 
link has not been 
established yet 

Make sure that the file size 
operation link ID is established. 

Get File Size for a big 
file (> 4GB) 

AT^FTPCMD=1,FILESI
ZE,"ftp.rar" 

ERROR 
The file size command will 
return ERROR if the file size is 
greater than 4 GB. 

 

1.5 Downloading File Using "GET" Command in 
Transparent Mode 

1.5.1 Reference Process 

Command Description 

AT^IPINIT="mhahuawei1.com" Initialize the internal protocol stack. 

OK  

AT^IPCFL=14,0 Set data transmission mode to 
transparent mode. By default it will be 
in transparent mode only. 

OK  

AT^IPOPEN=1,"FTP","192.166.63.41",2
1,,"username","password" 

Create the link. 
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OK 

 

^IPSRVST:1,10,230 

 

AT^FTPCMD=1,PORT Set the FTP data channel mode to 
PORT mode for downloading and 
uploading the data. By default it will be 
PASV mode. For more information on 
when to use PORT or PASV mode 
refer section 1.3.1 . 

OK  

AT^FTPCMD=1,GET,"ftp.txt" Give the FTP Get command for 
downloading data. 

CONNECT 

Hello 

OK 

 

^IPSRVST: 1,11,1 

 

 

1.5.2 Troubleshooting 

Scenario 
Possible Error 
Information 

Solution 

AT^FTPCMD=1,GET,"ft
p.txt" 

+CME ERROR: The 
link has not been 
established yet 

Make sure that the get 
operation link ID is established. 

 

1.6 Downloading File Using "GET" Command in 
Command Mode 

1.6.1 Reference Process 

Command Description 

AT^IPINIT="mhahuawei1.com" Initialize the internal protocol stack. 

OK  

AT^IPOPEN=1,"FTP","192.166.63.41",2
1,,"username","password" 

Create the link. 
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OK 

 

^IPSRVST:1,10,230 

 

AT^IPCFL=14,1 Set data transmission mode to 
command mode. 

OK  

AT^FTPCMD=1,PORT Set the FTP data channel mode to 
PORT mode for downloading and 
uploading the data. By default it will be 
PASV mode. For more information on 
when to use PORT or PASV mode 
refer section 1.3.1 . 

OK  

AT^FTPCMD=1,GET,"ftp.txt" Give the FTP Get command for 
downloading data. 

OK 

 

^IPDATA: 1, 5, Hello 

 

^IPSRVST: 1,11,1 

 

 

1.7 Downloading File Using "GET" Command in Buffer 
Mode 

1.7.1 Reference Process 

Command Description 

AT^IPINIT="mhahuawei1.com" Initialize the internal protocol stack. 

OK  

AT^IPOPEN=1,"FTP","192.166.63.41",2
1,,"username","password" 

Create the link. 

OK 

 

^IPSRVST:1,10,230 

 

AT^IPCFL=14,2 Set data transmission mode to buffer 
mode. 

OK  
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AT^FTPCMD=1,PORT Set the FTP data channel mode to 
PORT mode for downloading and 
uploading the data. By default it will be 
PASV mode. For more information on 
when to use PORT or PASV mode 
refer section 1.3.1 . 

OK  

AT^FTPCMD=1,GET,"ftp.txt" Give the FTP GET command for 
downloading data. 

OK 

 

^IPRCV: 1, 1 

 

^IPSRVST: 1,11,1 

 

AT^IPRCV=1,5 This command is used to receive the 
data stored in the buffer. 

^IPRCV: 1,5 

Hello 

 

OK 

 

 

1.8 Uploading File Using "PUT" Command in Transparent 
Mode 

1.8.1 Reference Process 

Command Description 

AT^IPINIT="mhahuawei1.com" Initialize the internal protocol stack. 

OK  

AT^IPOPEN=1,"FTP","192.166.63.41",2
1,,"username","password" 

Create the link. 

OK 

 

^IPSRVST:1,10,230 

 

AT^IPCFL=14,0 Set data transmission mode to 
transparent mode. 

OK  
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AT^FTPCMD=1,PORT Set the FTP data channel mode to 
PORT mode for downloading and 
uploading the data. By default it will be 
PASV mode. For more information on 
when to use PORT or PASV mode 
refer section 1.3.1 . 

OK  

AT^FTPCMD=1,PUT,"ftp.txt" Upload the data using this command. 
After completion of uploading, send 
+++ to terminate from the server. 

Any character is forbidden in 900 ms 
before and after inputting "+++", and it 
must be less than 900 ms between 
two '+' input. 

CONNECT 

<Enter the data> 

<Type "+++" to terminate from the server> 

 

OK 

 

^IPSRVST: 1,11,1 

 

1.9 Uploading File Using "PUT" Command in Command 
Mode and Buffer Mode 

There is no difference in PUT operation of "Command mode and Buffer mode". In 
both modes, AT^IPSENDEX is used to enter the data. 
 

1.9.1 Reference Process 

Command Description 

AT^IPINIT="mhahuawei1.com" Initialize the internal protocol stack. 

OK  

AT^IPOPEN=1,"FTP","192.166.63.41",2
1,,"username","password" 

Create the link. 

OK 

 

^IPSRVST:1,10,230 
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AT^IPCFL=14,2 Set data transmission mode to buffer 
mode. 

OK  

AT^FTPCMD=1,PORT Set the FTP data channel mode to 
PORT mode for downloading and 
uploading the data. By default it will 
be PASV mode. For more information 
on when to use PORT or PASV mode 
refer section 1.3.1 . 

OK  

AT^FTPCMD=1,PUT,"ftp.txt" Upload the data using this command.  

OK 

 

 

AT^IPSENDEX=1,2,1500,0 

 

It can send maximum 1500 data at a 
time. The last parameter <eof> is 0 
where 0 means can send more data. 

OK 

<Enter the data> 

^IPSENDEX:1 

 

OK 

 

AT^IPSENDEX=1,2,1500,1 It can send maximum 1500 data at a 
time. The last parameter <eof> is 1, 
where 1 means end of packet and the 
file upload will be completed.  

OK 

<Enter the data> 

^IPSENDEX: 1 

 

OK 

 

^IPSRVST: 1,11,1 

 

 

 

 

 

 

 

AT^IPCLOSE=1 Close the link. 

OK  
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1.10 Error Codes 

<state code> Meaning 

100 The server has not responded 

110 Restarts the mark reply 

120 Prepares in n minutes 

125 The connection opens the preparation to transmit 

150 Opens the data connection 

200 Command Execution Success 

202 Command Execution Failure 

211 System Status 

212 List Status 

213 FILE SIZE 

214 Help information 

215 Name system type 

220 The new client prepared 

221 Service closure pilot connection, may 

withdraw registers 

225 The data connection opens, does not have the transmission to be 
in progress 

226 That the closure data connection, requested file operation 
successfully 

227 Enters the passive pattern 

230 Successful Login 

250 File operation of request completes 

257 Setup PATH NAME 

331 A user correctness, needs the password 

332 When registers needs the account information 

350 Next order 

421 Cannot provide the service, closes the pilot connection 

425 Cannot open the data connection 

426 The closure connection, stops transmitting 
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2 HTTP Application Scenarios 

2.1 Creating an HTTP Server Link 

2.1.1 Reference Process 

Command Description 

AT^IPOPEN=1,"HTTP","m2m.huawei.c
om",9001 

Open a normal HTTP server link, an 
HTTP user is successfully logged in to 
HTTP. 

OK  

 

 
 Only one HTTP service can be enabled at a time. 

 Before an HTTP service is enabled, Internet configuration and HTTP configuration must be 
completed. 

 

2.1.2 Troubleshooting 

Scenario  Possible Error Information  Solution  

Create the link. 

AT^IPOPEN=1,"HT
TP","m2m.huawei.
com",9001 

+CME ERROR: The 
network has not been 
established yet 

Initialize the internal 
protocol stack before 
sending the command to 
create the link. 

+CME ERROR: The link has 
been established already 

Try to open an already 
established link. 
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2.2 Configuring Data Transmission Mode 

2.2.1 Reference Process 

Command Description 

AT^IPCFL=14,0 Set data transmission mode to 
transparent transmission mode. 

OK  

AT^IPCFL=14,1 Set data transmission mode to 
command transmission mode. 

OK  

AT^IPCFL=14,2 Set data transmission mode to buffer 
transmission mode. 

OK  

 

The AT^IPCFL command is used to set the data processing mode for HTTP, which is 
same as FTP. 

By default, the transparent transmission mode is set. Users can change the data 
transmission mode as per the need specified in section 1.2 . 

2.3 Downloading File Using "GET" Command in 
Transparent Mode 

2.3.1 Reference Process 

Command Description 

AT^IPINIT="mhahuawe1.com" Initialize the internal protocol stack. 

OK  

AT^IPOPEN=1,"HTTP","m2m.huawei.c
om192.166.63.41",9001 

Create the link. 

OK  

AT^IPCFL=14,0 Set data transmission mode to 
transparent mode. By default it will be 
in transparent mode only. 

OK  

AT^HTTPCMD=1,GET,http://m2m.huaw
ei.com:9001/n_index.txt 

Download the file from the HTTP 
server n_index.txt (In the following 
example, <link_id> is 1). 

http://192.166.63.41:9001/n_index.html
http://192.166.63.41:9001/n_index.html
http://192.166.63.41:9001/n_index.html
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CONNECT 

hello123 

 

OK 

 

^IPSRVST: 1,12,200 

 

 

2.3.2 Troubleshooting 

Scenario  
Possible Error 
Information  

Solution 

AT^HTTPCMD=1,GET,
http://m2m.huawei.co
m:9001/n_index.html 

+CME ERROR: The 
link has not been 
established yet 

Make sure that the get 
operation link ID is 
established. 

 

2.4 Downloading File Using "GET" Command in 
Command Mode 

2.4.1 Reference Process 

Command Description 

AT^IPINIT="mhahuawe1.com" Initialize the internal protocol stack. 

OK  

AT^IPCFL=14,1 Set data transmission mode to 
command mode  

OK  

AT^IPOPEN=1,"HTTP","www.m2m.hua
wei.com",9001 

Create the link. 

OK  

AT^HTTPCMD=1,GET,http://m2m.huawei

.com:9001/n_index.txt 
Download the file from the HTTP 
server n_index.txt (In the following 
example, <link_id> is 1). 

OK 

 

^IPDATA: 1,5,hello123 

 

^IPSRVST: 1,12,200 

 

http://m2m.huawei.com/
http://m2m.huawei.com/
http://m2m.huawei.com/
http://192.166.63.41:9001/n_index.html
http://192.166.63.41:9001/n_index.html
http://192.166.63.41:9001/n_index.html
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2.5 Downloading File Using "GET" Command in Buffer 
Mode 

2.5.1 Reference Process 

Command Description 

AT^IPINIT="mhahuawe1.com" Initialize the internal protocol stack. 

OK  

AT^IPOPEN=1,"HTTP","m2m.huawei.co
m",9001 

Create the link. 

OK  

AT^IPCFL=14,2 Set data transmission mode to buffer 
transmission mode. 

OK  

AT^HTTPCMD=1,GET,http://m2m.huaw
ei.com:9001/n_index.txt 

Download the file from the HTTP 
server n_index.txt (In the following 
example, <link_id> is 1)  

OK 

 

^IPRCV: 1,1 

 

AT^IPRCV=1,5 Receive the data stored in the buffer. 

^IPRCV: 1, 5 

Hello 

 

OK 

 

 

2.6 Uploading File Using "POST" Command in 
Transparent Mode 

2.6.1 Reference Process 

Command Description 

AT^IPINIT="mhahuawe1.com" Initialize the internal protocol stack. 

OK  

AT^IPOPEN=1,"HTTP","m2m.huawei.co
m",9001 

Create the link. 

http://192.166.63.41:9001/n_index.html
http://192.166.63.41:9001/n_index.html
http://192.166.63.41:9001/n_index.html
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OK  

AT^IPCFL=14,0 Set data transmission mode to online 
mode. 

OK  

AT^HTTPCMD=1,POST,HTTP://m2m.hu
awei.com:448/cgi-
bin/textarea.cgi,20,"text/plain" 

Upload the data using this command .If 

the upload has to be cancelled, then 

give +++ to terminate. 

CONNECT 

textcontext=hello123 

Enter 20 bytes of data 

<phtml><head><title>Text Area - Fifth CGI 
Program</title></phead><body><h2>EnteredText Content is 
hello123</h2></body></html> 

 

OK 

 

^IPSRVST: 1, 12,200 

 

2.7 Uploading File "POST" Command in Command Mode 
and Buffer Mode 

There is no difference in HTTP POST operation of "Command mode and Buffer 
mode". In both modes, AT^IPSENDEX is used to enter the data. 

2.7.1 Reference Process 

Command Description 

AT^IPINIT="mhahuawe1.com" Initialize the internal protocol stack. 

OK  

AT^IPOPEN=1,"HTTP","m2m.huawei.
com",9001 

Create the link. 

OK  

AT^IPCFL=14,1 Set data transmission mode to 
command mode. 

OK  

AT^HTTPCMD=1,POST,HTTP://m2m.h
uawei.com:448/cgi-
bin/textarea.cgi,20,"text/plain" 

Upload the data content to the post 
script textarea.cgi. 

OK  

http://192.166.63.35:448/cgi-bin/textarea.cgi
http://192.166.63.35:448/cgi-bin/textarea.cgi
http://192.166.63.35:448/cgi-bin/textarea.cgi
http://192.166.63.35:448/cgi-bin/textarea.cgi
http://192.166.63.35:448/cgi-bin/textarea.cgi
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AT^IPSEND=1,"textcontext=hello123" Transmit the data through the link 
established (in this case, <link_id> is 1).  

^IPSEND: 1 

 

OK 

 

^IPSRVST: 1,12,200 

 

AT^IPSENDEX=1,0,"textcontent=hello1
23" 

Transmit the data through the link 
established in IPSENDEX Mode 0 (in 
this case, <link_id> is 1). 

^IPSEND: 1 

 

OK 

 

^IPSRVST: 1,12,200 

 

AT^IPSENDEX=1,2,20,1,textcontext=h
ello123 

Transmit the data through the link 
established in IPSENDEX Mode 2 (in 
this case, <link_id> is 1).  

^IPSEND: 1 

 

OK 

 

^IPSRVST: 1,12,200 

 

AT^IPSENDEX=1,1,"74657874636F6E7
4656E743D68" 

Transmit the data through the link 
established in IPSENDEX Mode 1(in 
this case, <link_id> is 1) 

^IPSEND: 1 

 

OK 

 

^IPSRVST: 1,12,200 

 

AT^IPCLOSE=1 Close the link. 

OK  

 

 
The <textcontent> specifies the corresponding field in the POST Script. 
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2.7.2 Troubleshooting 

Scenario  
Possible Error 
Information  

Solution 

Close the specified 
link. 

AT^IPCLOSE=<link
_id> 

+CME ERROR: Normal 
error 

The command is terminated. 
Run the AT^IPCLOSE 
command again. 

Create the link. 

AT^IPOPEN=1,"HT
TP","m2m.huawei.c
om",9001 

+CME ERROR: The 
network has not been 
opened yet 

Initialize the internal protocol 
stack before sending the 
command to create the link. 

+CME ERROR: The link 
has been established 
already 

Run AT^IPCLOSE to close the 
corresponding link. 
Alternatively, change the link ID 
and send the command to 
create the link. 

+CME ERROR: Fail to 
bind the specified port 

Change the local port number, 
or leave the local port number 
blank. 

Query link 
information. 

AT^IPOPEN? 

OK No link information is available. 
Create a link, or accept the link 
as a server, and then query the 
link information again. 

AT^HTTPCMD=? ^HTTPCMD: (1-
5),("GET","POST") 

Get the current HTTP command 

AT^HTTPCMD=1,G
ET,http://m2m.hua
wei.com:9001/n_in
dex.html 

+CME ERROR: The link 
has not been 
established yet 

Run AT^IPOPEN to open the 
link and then perform the 
download operation. 

AT^HTTPCMD=1,P
OST,"http://m2m.h
uawei.com:9001/cg
i-
bin/textarea.cgi",20
,"text/index.html" 

+CME ERROR: The link 
has not been 
established yet 

Run AT^IPOPEN to open the 
link and then perform the 
upload operation. 

 

2.8 Error Codes 

<state code> Meaning 

200 Operation successful 

301 Moved permanently 

302 Moved temporarily 

http://m2m.huawei.com/
http://m2m.huawei.com/
http://m2m.huawei.com/
http://0.0.0.19/
http://0.0.0.19/
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<state code> Meaning 

401 Requested action requires authorization 

403 Forbidden 

404 Resource not found 

405 Method not allowed on resource 

406 Requested representation not accepted 

408 Request timed out 

410 Requested source is no longer available server 

500 Internal server error 

501 Requested HTTP operation not supported 

505 HTTP version not supported 
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3 SMTP Application Scenarios 

3.1 Creating an SMTP Server Link 

3.1.1 Reference Process 

Command Description 

AT^IPOPEN=1,"smtp","192.166.63.41",
25,,"m2mtest@m2m.huawei.com","M2
mhuawei" 

An SMTP user is successfully logged 
in to SMTP. 

OK 

 

^IPSRVST: 1,13,235 

 

 

 
 Only one SMTP service can be enabled at a time. 

 Before an SMTP service is enabled, Internet configuration and SMTP configuration must be 
completed. 

 

3.1.2 Troubleshooting 

Scenario  Possible Error Information  Solution  

Create the link. 

AT^IPOPEN=1,"sm
tp","192.166.63.41"
,25,,"m2mtest@m2
m.huawei.com","M
2mhuawei" 

+CME ERROR: The 
network has not been 
established yet 

Initialize the internal 
protocol stack before 
sending the command to 
create the link. 

+CME ERROR: The link has 
been established already 

Try to open an already 
established link. 

 

mailto:m2mtest@m2m.huawei.com
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3.2 Sending Mail Through "emsend" Without Attachment 

3.2.1 Reference Process 

Command Description 

AT^IPOPEN=1,"smtp","192.166.63.41",25,,"m2m

test@m2m.huawei.com","M2mhuawei" 

Create the link. 

OK 

 

^IPSRVST: 1,13,235 

 

AT^EMSEND=1,"m2mtest@m2m.huawei.com","
test with attachment","utf-8",0 

Send mail without 
attachment. 

> 

<ENTER THE BODY OF THE MAIL> 

<Press Ctrl+Z to end input>  

 

OK 

 

^IPSRVST: 1,14,250 

 

 

3.3 Sending Mail Through "emsend" with Attachment 
Using 7 bit 

3.3.1 Reference Process 

Command Description 

AT^IPOPEN=1,"smtp","192.166.63.41",2
5,,"m2mtest@m2m.huawei.com","M2m
huawei" 

Create the link. 

OK 

 

^IPSRVST: 1,13,235 

 

AT^EMSEND=1,"m2mtest@m2m.huawe
i. com","test with attachment","utf-
8",1,"test.txt" 

Send mail with attachment using 7 bit 
algorithm. 

mailto:m2mtest@m2m.huawei.com
mailto:m2mtest@m2m.huawei.com
mailto:m2mtest@m2m.huawei.com
mailto:m2mtest@m2m.huawei.com
mailto:m2mtest@m2m.huawei
mailto:m2mtest@m2m.huawei
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> 

<ENTER THE BODY OF THE MAIL> 

<Press Ctrl+Z to end input>  

 

OK 

 

^IPSRVST: 1,14,250 

 

AT^IPSENDEX=1,2,1500,0 It can send maximum 1500 data at a 
time. The last parameter i.e. <eof> 
can be 0 and 1, where 0 means can 
send more data and 1 means the last 
data to be send. This is an example 
on how to send 3000 bytes of 
attachment. 

^IPSENDEX: 1 
 

OK 

 

AT^IPSENDEX=1,2,1000,0 Send 1000 bytes of data. The last 
parameter is 0, which means not end 
of file. 

^IPSENDEX: 1 

 

OK 

 

AT^IPSENDEX=1,2,500,1 Send 500 bytes of data. The last 
parameter is 1, which means end of 
file. 

^IPSENDEX: 1 

 

OK 

 

^IPSRVST: 1,14,250 

 

 

3.4 Sending Mail Through "emsend" with Attachment 
Using base 64 

3.4.1 Reference Process 

Command Description 

AT^IPOPEN=1,"smtp","192.166.63.41",25,,"m2m Create the link. 

mailto:m2mtest@m2m.huawei.com
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test@m2m.huawei.com","M2mhuawei" 

OK 

 

^IPSRVST: 1,13,235 

 

AT^EMSEND=1,"m2mtest@m2m.huawei. 
com","test with attachment", "utf-8",2,"test.txt" 

Send mail with attachment 
using base 64 algorithm. 

> 

<ENTER THE BODY OF THE MAIL> 

<Press Ctrl+Z to send>  

 

OK 

 

^IPSRVST: 1,14,250 

 

AT^IPSENDEX=1,2, 4,1 It can send maximum 1500 
data at a time. The last 
parameter i.e. <eof> can be 
0 and 1, where 0 means 
more data can be sent and 1 
means the last data to be 
send. 

^IPSENDEX: 1 

 

OK 

 

^IPSRVST: 1,14,250 

 

AT^IPCLOSE=1 Close the link. 

OK  

 

3.4.2 Troubleshooting 

Scenario  Possible Error Information  Solution  

Close the specified 
link. 

AT^IPCLOSE=<link
_id> 

+CME ERROR: Normal 
error 

The command is terminated. 
Run the AT^IPCLOSE 
command again. 

Create the link. 

AT^IPOPEN=1,"sm
tp","192.166.63.41"

+CME ERROR: The 
network has not been 
opened yet 

Initialize the internal protocol 
stack before sending the 
command to create the link. 

mailto:m2mtest@m2m.huawei
mailto:m2mtest@m2m.huawei
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Scenario  Possible Error Information  Solution  

,25,,"m2mtest@m2
m.huawei.com","M
2mhuawei" 

+CME ERROR: The link 
has been established 
already 

Run AT^IPCLOSE to close 
the corresponding link. 
Alternatively, change the link 
ID and send the command to 
create the link. 

+CME ERROR: Fail to 
bind the specified port 

Change the local port 
number, or leave the local 
port number blank. 

Query link 
information. 

AT^IPOPEN? 

OK No link information is 
available. Create a link, or 
accept the link as a server, 
and then query the link 
information again. 

AT^SMTPCMD=? ^HTTPCMD: (1-
5),("GET","POS") 

Get the current HTTP 
command. 

AT^EMSEND=1,"m
2mtest@m2m.hua
wei.com", "test 
with 
attachment","ut f-
8",2,"test.txt" 

+CME ERROR: The link 
has not been established 
yet 

Run AT^IPOPEN to open the 
link and then perform the 
download operation. 

 

3.5 Error Codes 

<state code> Meaning 

235 Authentication successful 

250 Its typical side message is "Requested mail action okay 
completed": meaning that the server has transmitted a message. 

354 The side message can be very cryptic ("Start mail input end 
<CRLF>.<CRLF>"). It's the typical response to the DATA 
command. 

421 The service is unavailable due to a connection problem: it may 
refer to an exceeded limit of simultaneous connections, or a 
more general temporary problem. 

450 "Requested action not taken – The user's mailbox is 
unavailable". The mailbox has been corrupted or placed on an 
offline server, or your email hasn't been accepted for IP 
problems or blacklisting. 

451 "Requested action aborted – Local error in processing". Your 
ISP's server or the server that got a first relay from yours has 
encountered a connection problem. 

mailto:mtest@m2m.hu
mailto:mtest@m2m.hu
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<state code> Meaning 

452 Too many emails sent or too many recipients: more in general, a 
server storage limit exceeded. 

500 A syntax error: the server couldn't recognize the command. 

501 Another syntax error, not in the command but in its parameters 
or arguments. 

502 The command is not implemented. 

503 The server has encountered a bad sequence of commands, or it 
requires an authentication. 

504 A command parameter is not implemented. 

535 Authentication failure 

550 It usually defines a non-existent email address on the remote 
side. 

551 "User not local or invalid address – Relay denied". Meaning, if 
both your address and the recipient's are not locally hosted by 
the server, a relay can be interrupted. 

552 "Requested mail actions aborted – Exceeded storage 
allocation": simply put, the recipient's mailbox has exceeded its 
limits. 

553 "Requested action not taken – Mailbox name invalid". That is, 
there's an incorrect email address into the recipients line. 

554 This means that the transaction has failed. It is a permanent 
error and the server will not try to send the message again. 

555 Syntax error 
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4 FTPS, HTTPS and SMTPS in Secure Mode 

4.1 Create a Secure Control Link 

4.1.1 Preliminary Operations 

Before initializing a secure socket and transmitting data over the secure channel, 
certain preliminary operations need to be performed which are mentioned below. 

4.1.2 IP Configuration 

CyaSSL requires IP configurations to be done to access the secure server over 
which data can be transmitted 

To Configure APN 

AT+CGDCONT=1,"IP","mhahuawei1.com" 

OK 

To check the APN settings 

AT+CGDCONT? 

+CGDCONT: 1,"IP","mhahuawei1.com","",0,0 

 

OK 

To get the Signal Strength 

AT+CSQ 

+CSQ: 28,99 

 

OK 

31 is the strongest, 0 is the weakest, and 99 for none. 
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To get the registered network 

AT+ COPS? 

+COPS: 0,0,"Terminal MHA Net",2 

 

OK 

4.1.3 SSL And TLS 

SSL and TLS are cryptographic protocols used over the Internet to provide secure 
data communication in client server architecture. 

4.1.4 Certificates 

The SSL module allows the storage of a server certificate. It is assumed that licensed 
version of CyaSSL contains certificates that will be unique for each device. 

4.2 Configure SSL 

Before opening an SSL socket and exchanging data through secure/normal socket, 
following steps need to be performed: 

 Initialize SSL Library  

 Enable the secure CyaSSL channel 

 Configure the secure socket 

 Certificate Management 

4.2.1 Initialize SSL Library 

Before opening a secure socket and exchanging data through it, the CyaSSL 
Library needs to be initialized. Once SSL service task is created, CyaSSL library is 
initialized internally and a CyaSSL context is created. 

4.2.2 Enable CyaSSL 

The first step to be done in order to exchange data through an SSL socket is 
enable the secure socket. 

This can be done using the AT command AT^SSLEN: 

AT^SSLEN=<SSId>,<Enable>[,<Encode_ok>] 

Where: 

 <SSL_id>: must be set to 1, for Security Socket ID available. 

 <Enable>: indicates the desired status. 0 indicates to disable socket; 1 indicates 
to enable socket. 

 <Encode_ok>: This parameter is not useful in case of HTTPS, FTPS and 
SMTPS (optional, it will take the value as 1 by default). 
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Without entering this command, any attempt to set SSL parameters by means of 
an SSL command fails. 

Example 

Enable SSL socket 1: 

AT^SSLEN=1,1 

OK 

4.2.3 Configure CyaSSL Socket 

CyaSSL socket parameters can be configured using the AT command AT^SSLCFG. 

AT^SSLCFG=<SSL_id>,<TimeOut>[,<cipher_suit>,<security_level>] 

Where: 

 <SSL_id>: must be set to 1, for Security Socket ID available. 

 <TimeOut>: indicates default maximum blocking timeout. This is applicable only 
in case of non-blocking sockets. Time out may range from 1 to 60 seconds . 

 <cipher_suit>: set the value to 0, all the available cipher suites supported by 
CyaSSL are proposed to the server. It is responsibility of the remote server to 
select one of them. 

 <security_level>: the authentication mode 

0: SSL verify none: no authentication, no security data is needed at all. 

1: Server authentication mode: CA Certificate storage is needed (the most 
common case). 

2: Server or Client authentication mode: CA Certificate (server), Certificate (client) 
and Private Key (client) are needed. 

The table below is the supported Cipher Suite List (currently Supported 15 Cipher 
Suites): 

Value Cipher_suites 

0 All supported Ciphers 

1 TLS_RSA_WITH_RC4_128_SHA 

2 TLS_RSA_WITH_RC4_128_MD5 

3 TLS_RSA_WITH_NULL_SHA 

4 TLS_RSA_WITH_NULL_SHA256 

5 TLS_RSA_WITH_AES_256_CBC_SHA 

6 TLS_RSA_WITH_AES_128_CBC_SHA 

7 TLS_RSA_WITH_AES_128_CBC_SHA256 

8 TLS_RSA_WITH_AES_256_CBC_SHA256 

9 TLS_RSA_WITH_3DES_EDE_CBC_SHA 

10 TLS_DHE_RSA_WITH_AES_256_CBC_SHA 
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Value Cipher_suites 

11 TLS_DHE_RSA_WITH_AES_128_CBC_SHA 

12 TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 

13 TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 

14 SSL_RSA_WITH_RC4_128_SHA 

15 SSL_RSA_WITH_RC4_128_MD5 

 

Example 

CyaSSL socket configuration: 

AT^SSLCFG=1,60,0,1 

OK 

4.2.4 Manage SSL Certificates 

If the server or peer authentication needs to be done, all root CA certificates of server, 
client certificate and private key are required (Refer <security_level> in section 4.2.3 ) 

Certificates can be loaded using AT^SSLMNG AT command.  

AT^SSLMNG=<SSL_id>,<data_type>,<action>,<file_name>,[<package_id>,<tota
l_no_of_packages>,<cert_info>],[<password>] 

 <SSL_id>: SSL socket ID.  

1: Secure socket connection  

 <data_type>: identifies the certificate or key to be stored.  

0: Certificate of the client (module). It is needed when the Server or Client 
authentication mode has been configured.  

1: CA certificate of the remote server, it is used to authenticate the remote server. 
It is needed when <scur_level> parameter of AT^SSLCFG command is set to 1 
or 2.  

2: RSA private key of the client (module). It is needed if the Server or Client 
authentication mode has been configured.  

 <action>:  

0: Store certificate  

1: Delete certificate  

2: Load certificate  

 <file_name>: the file name for "". The maximum length of the file name is 255. 
And we are supporting only *.pem type files only.  

 <package_id>: package identification number (1–10).  

 <total_no_of_packages>: total number of packages after splitting the Base 64 
encoded format certificate data of each package of size maximum of 1024 bytes 
(1–10).  

 <cert_info>: string type, broken certificate package (converted into Base 64 
encoded format before splitting the package) data (1–1024 bytes).  
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 <password>: string type, password for Private Key (1-80 bytes) -plain text. 

Example 

 Store CA certificate: 

AT^SSLMNG=1,1,0,"ca-
cert2.pem",1,7,"LS0tLS1CRUdJTiBDRVJUSUZJQ0FURS0tLS0tCk1JSUVuakNDQT
RhZ0F3SUJBZ0lKQU9uUXAxOTVKZlE4TUEwR0NTcUdTSWIzRFFFQkJRVUFNSU
dRTVFzd0NRWUQKVlFRR0V3SlZVekVRTUE0R0ExVUVDQk1IVFc5dWRHRnVZVE
VRTUE0R0ExVUVCeE1IUW05NlpXMWhiakVSTUE4RwpBMVVFQ2hNSVUyRjNkRz
l2ZEdneEV6QVJCZ05WQkFzVENrTnZibk4xYkhScGJtY3hGakFVQmdOVkJBTVRE
WGQzCmR5NTVZWE56YkM1amIyMHhIVEFiQmdrcWhraUc5dzBCQ1FFV0RtbHVa
bTlBZVdGemMyd3VZMjl0TUI0WERURXgKTVRBeU5ERTRNVGd4TlZvWERURTBN
RGN5TURFNE1UZ3hOVm93Z1pBeEN6QUpCZ05WQkFZVEFsVlRNUkF3RGdZRA
pWUVFJRXdkTmIyNTBZVzVoTVJBd0RnWURWUVFIRXdkQ2IzcGxiV0Z1TVJFd0R3
WURWUVFLRXdoVFlYZDBiMjkwCmFERVRNQkVHQTFVRUN4TUtRMjl1YzNWc2R
HbHVaekVXTUJRR0ExVUVBeE1OZDNkM0xubGhjM05zTG1OdmJURWQKTUJzR0
NTcUdTSWIzRFFFSkFSWU9hVzVtYjBCNVlYTnpiQzVqYjIwd2dnRWlNQTBHQ1NxR
1NJYjNEUUVCQVFVQQpBNElCRHdBd2dnRUtBb0lCQVFDL0RNb3RGTEllaEVKYn
pUZ2ZTdkpOZFJEeHRqV2YzOHA5QTVqVHJONERadTRxCjhkaXdmVzRIVkFzUW1
DRk5nTXNTSU9mTVQ5NUZmY2x5ZHpMcXlwQzdhVklRQXkrbzg1WEY4WXRpVmh
2dloyK2sKRUVHVnJRcWI0NlhBc05Kd2RsQXdXNmpvQ0N4ODdhZWllbzA0S1J5c3g
rM3lmSld3bFlKOVNWdzR6WGNsNzcyQQpkVk9VUEQzS1kxdWZGYlhUSFJNdkdkR
" 

OK 

AT^SSLMNG=1,1,0,"ca-
cert2.pem",2,7,"TgyM1k2ekxoOXllWEMxOXBBYjlnaDNITWJRaTFUblA0YS9IMnJlalk
vCm1ONkVmQVZuem1vVU9JZXA4WXkxYU10b2YzRWdLL1dnWS9WV0w2TW0wc
mR2c1ZvWDF6aVpDUDZUV0cvK3d4TkoKQ0JZTHAwMW5BRkl4WnlOT21PMVJSU
jI1Qk5rTDdOZ29zMHU5N1RaNUFnTUJBQUdqZ2Znd2dmVXdIUVlEVlIwTwpCQllFR
kNlT1p4RjB3eVlkUCswelk3T2syQjB3NWVqVk1JSEZCZ05WSFNNRWdiMHdnYnFB
RkNlT1p4RjB3eVlkClArMHpZN09rMkIwdzVlalZvWUdXcElHVE1JR1FNUXN3Q1FZR
FZRUUdFd0pWVXpFUU1BNEdBMVVFQ0JNSFRXOXUKZEdGdVlURVFNQTRHQT
FVRUJ4TUhRbTk2WlcxaGJqRVJNQThHQTFVRUNoTUlVMkYzZEc5dmRHZ3hFekF
SQmdOVgpCQXNUQ2tOdmJuTjFiSFJwYm1jeEZqQVVCZ05WQkFNVERYZDNkeT
U1WVhOemJDNWpiMjB4SFRBYkJna3Foa2lHCjl3MEJDUUVXRG1sdVptOUFlV0Z6
YzJ3dVkyOXRnZ2tBNmRDblgza2w5RHd3REFZRFZSMFRCQVV3QXdFQi96QU4K
QmdrcWhraUc5dzBCQVFVRkFBT0NBUUVBWDRZVTlGR0x2S1ZPTU5wZXJKcjRiT
mttUzVQNTR4eUpiNTd1czUxMwpQb2tnZHFQbTZJWVZJZHZpTTdJMDFkQ2Y4OE
draDVKYytkSC9NQytPQTd5elBBd3lvNUJmR3BBZXI1M3pudGNICkFxbDlKMlpqTDY
4WTE2d1ltSXlEanpqekM2dzJFSFg3eW5ZVFVGc0NqM08vNDZEdWcxSWxWTTRte
nB5OUwzbXIKRzJDNGt2RUR3UHc3Q05uQXJkVnlDQ1dBWVMzY242ZURZZ2RINE
FkTVN3Y3dCS21ISEZWL0J4TFF5MEpkeTg5bQpBUm9YN3ZrUF" 

OK 

AT^SSLMNG=1,1,0,"ca-
cert2.pem",3,7,"lMZmJiMmpsVGtGaWJ0TnZZRTlMSjk3UEdBZnhFMTNMUDZrbFJO
cFNYTWdFNFZZUzlTcVFUdEhpCnJ3RzFJNkhzTWRwN1kybkV1UFBuenFFOXdOd
HQ4N0xaUnNpZnc3aHdXaDkveWc9PQotLS0tLUVORCBDRVJUSUZJQ0FURS0tLS
0tCkNlcnRpZmljYXRlOgogICAgRGF0YToKICAgICAgICBWZXJzaW9uOiAzICgweDIp
CiAgICAgICAgU2VyaWFsIE51bWJlcjoKICAgICAgICAgICAgZTk6ZDA6YTc6NWY6N
zk6MjU6ZjQ6M2MKICAgICAgICBTaWduYXR1cmUgQWxnb3JpdGhtOiBzaGExV2l0a
FJTQUVuY3J5cHRpb24KICAgICAgICBJc3N1ZXI6IEM9VVMsIFNUPU1vbnRhbmEsI
Ew9Qm96ZW1hbiwgTz1TYXd0b290aCwgT1U9Q29uc3VsdGluZywgQ049d3d3Lnlhc
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" 

OK 

AT^SSLMNG=1,1,0,"ca-
cert2.pem",4,7,"CAgICAgICAgTW9kdWx1cyAoMjA0OCBiaXQpOgogICAgICAgICAgIgICAg" 

OK 

AT^SSLMNG=1,1,0,"ca-
cert2.pem",5,7,"ICAgICAgIDczOjFiOjQyOjJkOjUzOjljOmZlOjFhOmZjOjdkOmFiOjdhORTg6RDUKICAgICAgICAgICAgICAgIERpck5hbWU6L0M9VVMvU1Q9TW9udGFuYS
9" 

OK 

AT^SSLMNG=1,1,0,"ca-
cert2.pem",6,7,"MPUJvemVtYW4vTz1TYXd0b290aC9PVT1Db25zdWx0aW5nL0NO
PXd3dy55YXNzbC5jb20vZW1haWxBZGRyZXNzPWluZm9AeWFzc2wuY29tCiAgICA



 

HUAWEI MU509-b HSDPA LGA Module 

IPSTACK Application Guide FTPS, HTTPS and SMTPS in Secure Mode 

 

Issue 01 (2014-10-10) 
Huawei Proprietary and Confidential 

Copyright © Huawei Technologies Co., Ltd. 
36 

 
" 

OK 

AT^SSLMNG=1,1,0,"ca-
cert2.pem",7,7,"o2MjowNzo0NzplMDowNzo0Yzo0YjowNzozMDowNDphOTo4NzoKI
CAgICAgICAxYzo1NTo3ZjowNzoxMjpkMDpjYjo0Mjo1ZDpjYjpjZjo2NjowMToxYToxNz
plZTpmOTowZjoKICAgICAgICA2MDpiNzpkYjo2Zjo2ODplNTo0ZTo0MTo2Mjo2ZTpkM
zo2Zjo2MDo0Zjo0YjoyNzpkZTpjZjoKICAgICAgICAxODowNzpmMToxMzo1ZDpjYjoz
ZjphOToyNTo0NDpkYTo1Mjo1YzpjODowNDplMTo1NjoxMjoKICAgICAgICBmNToyYT
o5MDo0ZTpkMTplMjphZjowMTpiNToyMzphMTplYzozMTpkYTo3Yjo2Mzo2OTpjNDo
KICAgICAgICBiODpmMzplNzpjZTphMTozZDpjMDpkYjo2ZDpmMzpiMjpkOTo0NjpjO
Do5ZjpjMzpiODo3MDoKICAgICAgICA1YToxZjo3ZjpjYQo=" 

OK 

 Store client certificate: 

AT^SSLMNG=1,0,0,"client-
cert.pem",1,7,"Q2VydGlmaWNhdGU6CiAgICBEYXRhOgogICAgICAgIFZlcnNpb246I" 

OK 

AT^SSLMNG=1,0,0,"client-
cert.pem",2,7,"1MjowNzo0NzpkNjphNjozNjpiMjowNzoKICAgICAgICAgICAgICAgICA
gICAzMjo4ZTpkMDpiYTo2OTo3YjpjNjpjMzo0NDo5ZTpkNDo4MTo0ODpmZDoyZDoK
ICAgICAgICAgICAgICAgICAgICA2ODphMjo4Yjo2NzpiYjphMTo3NTpjODozNjoyYzo0
YTpkMjoxYjpmNzo4YjoKICAgICAgICAgICAgICAgICAgICBiYTpjZjowZDpmOTplZjplY
zpmMTo4MToxZTo3Yjo5YjowMzo0Nzo5YTpiZjoKICAgICAgICAgICAgICAgICAgICA2
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" 

OK 

AT^SSLMNG=1,0,0,"client-
cert.pem",3,7,"AgICAzYjphMzozYjphMzo5OTo1ZTo5ZDpjODpkOTowYzo4NTpiMzpk" 

OK 

AT^SSLMNG=1,0,0,"client-
cert.pem",4,7,"CAgWDUwOXYzIEJhc2ljIENvbnN0cmFpbnRzOiAKICAgICAgICAgICAmNlOgogICAgICAgIGZkOmU2OjkyOjMxOjU3OmMzOmViOmJiOjY2OmFj" 

OK 

AT^SSLMNG =1,0,0,"client-
cert.pem",5,7,"OmNiOjJmOjFhOmZhOmUwOjYyOmEyOjQ3OgogICAgICAgIGY0Ojk
zOjQzOjJhOjRiOjZjOjVlOjBhOjJmOmY5OmU3OmU2OjRhOjYzOjg2OmIwOmFjOjJh
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XhOVFZhTUlHT01Rc3dDUVlEVlFRR0V3SlZVekVQTUEwR0ExVUUKQ0JNR1QzSm
xaMjl1TVJFd0R3WURWUVFIRXdoUWIzSjBiR0Z1WkRFT01Bd0dBMVVFQ2hNRmV
XRlRVMHd4RkRBUwpCZ05WQkFzVEMxQnliMmR5WVcxdGFXNW5NUll3RkFZRFZ
RUURFdzEzZDNjdWVXRnpjMnd1WTI5dE1SMHdHd1lKCktvWklodmNOQVFrQkZnN
XBibVp2UUhsaGMzTnNMbU52YlRDQ0FTSXdEUVlKS29aSWh" 

OK 

AT^SSLMNG=1,0,0,"client-
cert.pem",6,7,"2Y05BUUVCQlFBRGdnRVAKQURDQ0FRb0NnZ0VCQU1NRDBTditP
YVF5UlR0VHlJUXJLbngwbXIycUtsSUhSOWFtTnJJSE1vN1F1bWw3eHNORQpudF
NCU1AwdGFLS0xaN3VoZGNnMkxFclNHL2VMdXM4TitlL3M4WUVlZTVzRFI1cS9aY
3gvWlNScHB1Z1VpVnZrCk5QZkZzQlNUOVdkN09ucDQ0UUZXVnBHbUUwS04wan
hBbkV6djBZYmZOMUViREtFNzlmR2pTalhrNGM2VzN4dCsKdjA2WDBCRG9xQWd3
Z2E4Z0MwTVV4WFJudERLQ2I0Mkd3b2hBbVRhRHVoNUFjaUlYMTFKbEpIT3d6dT
haemE3LwplR3g3d0JJRDFFNXlEVkJ0TzZNN281bGVuY2paRElXejJZclpWQ2JiYmZ
xc3UvOGxUTVRSZWZSeDA0WkFHQk93Clk3VnlUakRFbDRTR0xWWXYxeFgzZjhD
dTlmeGI1ZnVodXRNQ0F3RUFBYU9COWpDQjh6QWRCZ05WSFE0RUZnUVUKTTl
oRlp0ZG9oeGgrVkExd0o1SEhKdGVGWmNBd2djTUdBMVVkSXdTQnV6Q0J1SUFV
TTloRlp0ZG9oeGgrVkExdwpKNUhISnRlRlpjQ2hnWlNrZ1pFd2dZNHhDekFKQmdOV
kJBWVRBbFZUTVE4d0RRWURWUVFJRXdaUGNtVm5iMjR4CkVUQVBCZ05WQkF
jVENGQnZjblJzWVc1a01RNHdEQVlEVlFRS0V3VjVZVk5UVERFVU1CSUdBMVVF
Q3hNTFVISnYKWjNKaGJXMXBibWN4RmpBVUJnTlZCQU1URFhkM2R5NTVZWE5
6YkM1amIyMHhIVEFiQmdrcWhraUc5dzBCQ1FFVwpEbWx1Wm05QWVXRnpjMnd1
WTI5dGdna0FoMHAxdnBGbTJEMHdEQVlEVlIwVEJBVXdBd0VCL3pBTkJna3Foa2l
HCjl3MEJBUVVGQUFPQ0FRRUFISHhDZ1NtZUljL1EyTUZVYjh5dU" 

OK 

AT^SSLMNG=1,0,0,"client-
cert.pem",7,7,"ZBazQvMmlZbXBWVGRoaDc1akIyN0NnTmRhZmUKNE0yTzFWVWp
ha2NyVG8zOGZRYWoyQSt0WHRZRXlRQXorM2NuMDdVRHMzc2hkREVMU3E4dE
dyT1Rqc3p6WHoyUQpQOHpqVlJtUmUzZ2tMa29KdXhoT1lTMmN4Z3FnTkpHSWN
HczdTRWU4ZVpTaW9FMHlSMVRDbzl3dTBsRk1LVGtSCi8rSVZYbGlYTnZicEJnYU
dEbzJkbFFOeXNvc1pmT2tVYnFHSWMyaFliWEZld3RYVEU5SmYzdW9EdnVJQVF
PWE8KL2VhU01WZkQ2N3Rtck1zdkd2cmdZcUpIOUpOREtrdHNYZ292K2VmbVNtT
0dzS3dxb2V1MFcyZk5NdVMyRVV1YQpjbVlOb2twMmovNGl2SVA5MjdmVnFlNEZ5
YkZ4ZmhzcjRlT3Z3QT09Ci0tLS0tRU5EIENFUlRJRklDQVRFLS0tLS0K" 

OK 

 Store client-Key certificate 

AT^SSLMNG=1,2,0,"client-
key.pem",1,3,"LS0tLS1CRUdJTiBSU0EgUFJJVkFURSBLRVktLS0tLQpNSUlFcEFJQ
kFBS0NBUUVBd3dQUksvNDVwREpGTzFQSWhDc3FmSFNhdmFvcVVnZEgxcVkyc
2djeWp0QzZhWHZHCncwU2UxSUZJL1Mxb29vdG51NkYxeURZc1N0SWI5NHU2en
czNTcrenhnUjU3bXdOSG1yOWx6SDlsSkdtbTZCU0oKVytRMDk4V3dGSlAxWjNzNm
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VuamhBVlpXa2FZVFFvM1NQRUNjVE8vUmh0ODNVUnNNb1R2MThhTktOZVRoen
BiZgpHMzYvVHBmUUVPaW9DRENCcnlBTFF4VEZkR2UwTW9KdmpZYkNpRUNaT
m9PNkhrQnlJaGZYVW1Va2M3RE83eG5OCnJ2OTRiSHZBRWdQVVRuSU5VRzA3na0VFWFVVT1FYT1VqUU5ZdVUKYlJIZWo4cFpBb0dCQU9va3AvbHB" 

OK 

AT^SSLMNG=1,2,0,"client-
key.pem",2,3,"NK2x4M0ZKOWlDRW9MMG5ldW5JVzZjeEhlb2dObEZlRVdCWTZnYk
Evb3MrbQpiQjZ3QmlrQWorZDNkcXpieXNmWlhwcy9KcEJTcnZ3NGtBQVV1N1FQV
0pUbkwycCtIRTlCSWRReFdSOU9paHFOCnAxZHNJdGpsOUg0eXBoRExaS1ZWQ
TRlbUp3V013OWUySjdKTnVqRGFSNDlVMHoyTGhJMlVtRmlsQW9HQkFOVTQKRz
hPUHhaTU1Sd3R2TlpMRnNJMUd5SklZai9XQUN2ZnZvZjZBdWJVcXVzb1lzRjJsQjl
DVGpkaWNCQnpVWW82bQpKb0VCLzg2S0ttTTBOVUNxYllEZWlTTnFWMDJlYnEy
VFRsYVFDMjJkYzRzTXJpYzkzazd3cXNWc2VHZHNsRktjCk4yZHNMZSs3cjkrbWtE
ekVSOCtObHA2WXFiU2Z4YVpRM0xQdyszUVhBb0dBWG9NSllyMjZmS0svUW5UM
WZCelMKYWNrRURZVitQajBrRXNNWWUvTXA4MThPZG14WmRlUkJoR21kTXZQ
TklxdXdOYnBLc2p6bDJWaTJZazlkM3VXZQpDc3BUc2l6M25yTnJDbHQ1WmV4dWt
VNlNJUGI4L0JidDAzWU00dXgvc21rVGEzZ09Xa1prdEY2M0phQmFkVHBMCjc4Yzh
QdmY5SnJnZ3hKa0ttbk8rd3hrQ2dZRUF1a1NURkt3MEdUdGZrV0NzOTdUV2dRVT
JVVk05NkdYY3J5N2MKWVQ3SmZiaC9oL0E3bXdPQ0tUZk9jazRSMWJIQkRBZWdt
WkZLalgvc2VjL3hPYlhwaGV4aTk5cDl2R1JOSWp3Two4dFpSOVlmWW1jQVJJRjBQ
S2YxYjRxN1pITmtoVm0zOGhOQmY3UkFWSEJnaDU4UTlTOWZRbm1xVnp5TEpB
M3VlCjQyQUIvQzhDZ1lBUjBFdlBHMmU1bnhCMVI0WmxyakhDeGpDc1dRWlEyUSs
xY0FiMzhOUElZbnlvMm03MklUL1QKZjEvcWlxcy" 

OK 

AT^SSLMNG=1,2,0,"client-
key.pem",3,3,"8yU3BlODFIU3dqQTM0eTJqZFEwZVRTRTAxVmR3WEltL2N1eEtibW
pWelJoME0wNk1Pa1dQNXBaQQo2MlA1R1lZNlVkMkpTN0R6K1o5ZEtKVTR2aldye
Wx6bmsxTTBvVVZkRXpsbFFrYWhuODMxdnc9PQotLS0tLUVORCBSU0EgUFJJVk
FURSBLRVktLS0tLQo=" 

OK 

Once the configuration is done, we can perform FTPS, HTTPS and SMTPS 
operations. 

4.3 Examples 

Examples given are showing how to make secure connection for FTPS, HTTPS and 
SMTPS. 
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4.3.1 FTPS 

Command Description 

AT^IPINIT="mhahuawei1.com" Initialize the internal protocol stack. 

OK  

AT^SSLEN=1,1,1 Enable a secure socket. 

OK  

AT^SSLCFG=1,30,0,1 Configure the properties of a secure 
socket. 

OK  

AT^IPOPEN=2,"FTPS","192.166.63.41",
990,,"username","password" 

Create a secure FTP control link, an 
FTP user is successfully logged in to 
FTP server. 

OK 

 

^IPSRVST:1,10,230 

 

 

GET and PUT operations are the same as in normal FTP. 

4.3.2 HTTPS 

Command Description 

AT^IPINIT="mhahuawei1.com" Initialize the internal protocol stack. 

OK  

AT^SSLEN=1,1,1 Enable a secure socket. 

OK  

AT^SSLCFG=1,30,0,1 Configure the properties of a secure 
socket. 

OK  

AT^IPOPEN=3,"HTTPS","m2m.huawei.
com",448 

Create a secure HTTP server link, an 
HTTP user is successfully logged in to 
HTTP server. 

OK  

 

GET and POST operations are the same as in normal HTTP. 
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4.3.3 SMTPS 

Command Description 

AT^IPINIT="mhahuawei1.com" Initialize the internal protocol stack. 

OK  

AT^SSLEN=1,1,1 Enable a secure socket. 

OK  

AT^SSLCFG=1,30,0,1 Configure the properties of a secure 
socket. 

OK  

AT^IPOPEN=1,"smtps","192.166.63.41
",25,,"m2mtest@m2m.huawei.com","M
2mhuawei" 

Create a secure SMTP server link, an 
SMTP user is successfully logged in to 
SMTP server. 

OK 

 

^IPSRVST:1,13,235 

 

 

Sending emails (EMSEND) operation is the same as in normal SMTP. 
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5 Abbreviations 

Abbreviations Full spelling 

APN Access Point Name 

FTP File Transfer Protocol 

HTTP Hyper Text Transfer Protocol 

SMTP Simple Mail Transfer Protocol 

SSL Secure Socket Layer 

TLS Transport Layer Security 
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