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FTP Application Scenarios

1.1 Creating an FTP Control Link

1.1.1 Reference Process

Command Description

ATAIPOPEN=1,"FTP","192.166.63.41",2 Create a normal FTP control link; an
1,"username”,"password" FTP user is successfully logged in to
FTP server.

OK

APSRVST:1,10,230

[l noTE
[ ]

Only one FTP service can be enabled at a time.

e Before an FTP service is enabled, Internet configuration and FTP configuration must be
completed.

e PDP must be activated.

1.1.2 Troubleshooting

Scenario Possible Error Information Solution

Initialize the internal
protocol stack before
sending the command to
create the link.

Create the link. +CME ERROR: The
ATAPOPEN=1"FT network has not been

P "192.166.63.41", | EStaplished yet

21,"username”,"p :
assword" +CME ERROR: The link has | Try to open an already

been established already established link.
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1.2 Configuring Data Transmission Mode

In FTP, data can be transferred (PUT or GET) in three different modes.

Transparent transmission mode:

For GET operation, files will be downloaded from the server and the content will
be displayed to the user.

For PUT operation, users shall enter the data to be transferred to the server
followed by "+++" to indicate the end of file.

During the data transfer process, we cannot execute other AT commands.
Command transmission mode:

For GET operation, contents of downloaded file from server will be displayed to
users through ~"IPDATA report.

For PUT operation, users shall enter the data to be transferred using
ATAMIPSENDEX command

During the data transfer process, we can execute any other AT commands than
GET and PUT.

Buffer mode:

For GET operation, contents of downloaded file from server will be stored in a
buffer.

And a "IPSRYV report will be displayed which indicates whether there is data to
be read. After that, users need to issue
"ATMIPRCV=<link_id>,<regReceivelLength>" to read the data from buffer. For
more information on AT*"IPRCYV, please refer AT command document.

The size of the buffer is 65536 bytes.
PUT operation is similar as in command transmission mode.

During the data transfer process, we can execute any other AT commands than
GET and PUT.

Issue 01 (2014-10-10)
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FTP Application Scenarios

1.2.1 Reference Process

Command

Description

ATAIPCFL=14,0

OK
ATAIPCFL=14,1

OK
AT/ IPCFL=14,2

OK

Set data transmission mode to transparent
transmission mode.

Set data transmission mode to command
transmission mode.

Set data transmission mode to buffer transmission
mode.

The AT IPCFL command is used to set the processing mode for FTP file data. By
default, transparent transmission mode is set. Users can change the data
transmission mode as per the need specified in section 1.2 .

1.3 Configuring FTP Data Channel Mode

1.3.1 Reference Process

Command

Description

ATAFTPCMD=1,PORT

OK
ATAFTPCMD=1,PASV

OK

Configure the connection mode in PORT mode for
downloading and uploading data.

Configure the connection mode in PASV mode for
downloading and uploading data. The default mode is
PASV mode.

® In PORT mode, the client creates the control channel and provides the data port
number which it will be listening on. The server then creates the data channel
with the client provided port.

® |n PASV mode, the client creates both control channel and data channel.

PASV mode is generally used in scenarios where the server will not be able to setup
the data channel; one of the major reasons for this would be the network firewall

limitation.

Issue 01 (2014-10-10)
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1.4 Getting FTP File Size

1.4.1 Reference Process

Command

Description

ATAFTPCMD=1,FILESIZE," ftp.txt"

A"FTPCMD: "FILESIZE",25490

OK

Get the size of the file.

1.4.2 Troubleshooting

Scenario

Possible Error
Information

Solution

File Size Command

ATAFTPCMD=1,FILESI
ZE,"ftp.txt"

+CME ERROR: The
link has not been
established yet

Make sure that the file size
operation link ID is established.

Get File Size for a big
file (> 4GB)

ATAFTPCMD=1,FILESI
ZE,"ftp.rar"

ERROR

The file size command will
return ERROR if the file size is
greater than 4 GB.

1.5 Downloading File Using "GET" Command in

Transparent Mode

1.5.1 Reference Process

Command

Description

ATAIPINIT="mhahuaweil.com"

OK
AT/AIPCFL=14,0

OK

AT~ IPOPEN=1,"FTP","192.166.63.41",2
" "password"

1,,"username",

Initialize the internal protocol stack.

Set data transmission mode to
transparent mode. By default it will be
in transparent mode only.

Create the link.

Issue 01 (2014-10-10)
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OK

APSRVST:1,10,230
ATAFTPCMD=1,PORT

OK

ATAFTPCMD=1,GET,"ftp.txt"

CONNECT
Hello
OK

AMPSRVST: 1,111

Set the FTP data channel mode to
PORT mode for downloading and
uploading the data. By default it will be
PASV mode. For more information on
when to use PORT or PASV mode
refer section 1.3.1 .

Give the FTP Get command for

downloading data.

1.5.2 Troubleshooting

Scenario

Possible Error
Information

Solution

ATAFTPCMD=1,GET,"ft
p.txt"

+CME ERROR: The
link has not been
established yet

Make sure that the get
operation link ID is established.

1.6 Downloading File Using "GET" Command in

Command Mode

1.6.1 Reference Process

Command

Description

ATAIPINIT="mhahuaweil.com"

OK

Initialize the internal protocol stack.

AT~ IPOPEN=1,"FTP","192.166.63.41",2 Create the link.

1, username",

password"

Issue 01 (2014-10-10)
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OK

APSRVST:1,10,230
AT/ IPCFL=14,1

OK

ATAFTPCMD=1,PORT

OK

ATAFTPCMD=1,GET,"ftp.txt"

OK

NPDATA: 1, 5, Hello

APSRVST: 1,111

Set data transmission mode to
command mode.

Set the FTP data channel mode to
PORT mode for downloading and
uploading the data. By default it will be
PASV mode. For more information on
when to use PORT or PASV mode
refer section 1.3.1 .

Give the FTP Get command for
downloading data.

1.7 Downloading File Using "GET" Command in Buffer

Mode

1.7.1 Reference Process

Command

Description

AT~ IPINIT="mhahuaweil.com"

OK

ATAIPOPEN=1,"FTP","192.166.63.41",2
1,,"username","password"

OK

APSRVST:1,10,230
AT/ IPCFL=14,2

OK

Initialize the internal protocol stack.

Create the link.

Set data transmission mode to buffer
mode.

Issue 01 (2014-10-10)
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ATAFTPCMD=1,PORT

OK
ATA"FTPCMD=1,GET,"ftp.txt"

OK

AMPRCV: 1,1

APSRVST: 1,111
AT”AIPRCV=1,5

NPRCV: 1,5
Hello

OK

Set the FTP data channel mode to
PORT mode for downloading and
uploading the data. By default it will be
PASV mode. For more information on
when to use PORT or PASV mode
refer section 1.3.1 .

Give the FTP GET command for
downloading data.

This command is used to receive the
data stored in the buffer.

1.8 Uploading File Using "PUT" Command in Transparent

Mode

1.8.1 Reference Process

Command

Description

AT~ IPINIT="mhahuaweil.com"
OK

ATNIPOPEN=1,"FTP","192.166.63.41",2
1,"username","password"

OK

MMPSRVST:1,10,230
ATAPCFL=14,0

OK

Initialize the internal protocol stack.

Create the link.

Set data transmission mode to
transparent mode.

Issue 01 (2014-10-10)
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ATAFTPCMD=1,PORT

OK
ATAFTPCMD=1,PUT,"ftp.txt"

CONNECT
<Enter the data>

Set the FTP data channel mode to
PORT mode for downloading and
uploading the data. By default it will be
PASV mode. For more information on
when to use PORT or PASV mode
refer section 1.3.1 .

Upload the data using this command.
After completion of uploading, send
+++ to terminate from the server.

Any character is forbidden in 900 ms
before and after inputting "+++", and it
must be less than 900 ms between
two '+' input.

<Type "+++" to terminate from the server>

OK

AMPSRVST: 1,111

1.9 Uploading File Using "PUT" Command in Command

Mode and Buffer Mode

There is no difference in PUT operation of "Command mode and Buffer mode". In
both modes, ATA"IPSENDEX is used to enter the data.

1.9.1 Reference Process

Command

Description

ATAIPINIT="mhahuaweil.com"
OK

ATMIPOPEN=1,"FTP","192.166.63.41",2

1,"username","password"

OK

MMPSRVST:1,10,230

Initialize the internal protocol stack.

Create the link.
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AT/AIPCFL=14,2

OK
ATAFTPCMD=1,PORT

OK

ATAFTPCMD=1,PUT,"ftp.txt"

OK

AT IPSENDEX=1,2,1500,0

OK
<Enter the data>
N PSENDEX:1

OK
AT/ IPSENDEX=1,2,1500,1

OK
<Enter the data>
NPSENDEX: 1

OK

MPSRVST: 1,11,1
ATAPCLOSE=1
OK

Set data transmission mode to buffer
mode.

Set the FTP data channel mode to
PORT mode for downloading and
uploading the data. By default it will
be PASV mode. For more information
on when to use PORT or PASV mode
refer section 1.3.1 .

Upload the data using this command.

It can send maximum 1500 data at a
time. The last parameter <eof> is 0
where 0 means can send more data.

It can send maximum 1500 data at a
time. The last parameter <eof> is 1,
where 1 means end of packet and the
file upload will be completed.

Close the link.

Issue 01 (2014-10-10)

Huawei Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.

14



g'é HUAWEI MU509-b HSDPA LGA Module
HuAwel |IPSTACK Application Guide FTP Application Scenarios

1.10 Error Codes

<state code> | Meaning

100 The server has not responded

110 Restarts the mark reply

120 Prepares in n minutes

125 The connection opens the preparation to transmit

150 Opens the data connection

200 Command Execution Success

202 Command Execution Failure

211 System Status

212 List Status

213 FILE SIZE

214 Help information

215 Name system type

220 The new client prepared

221 Service closure pilot connection, may
withdraw registers

225 The data connection opens, does not have the transmission to be
in progress

226 That the closure data connection, requested file operation
successfully

227 Enters the passive pattern

230 Successful Login

250 File operation of request completes

257 Setup PATH NAME

331 A user correctness, needs the password

332 When registers needs the account information

350 Next order

421 Cannot provide the service, closes the pilot connection

425 Cannot open the data connection

426 The closure connection, stops transmitting

Issue 01 (2014-10-10)
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2 HTTP Application Scenarios

2.1 Creating an HTTP Server Link

2.1.1 Reference Process

Command Description

ATAIPOPEN=1,"HTTP","m2m.huawei.c  Open a normal HTTP server link, an

om",9001 HTTP user is successfully logged in to
HTTP.
OK
(1] NnoTE

e Only one HTTP service can be enabled at a time.

e Before an HTTP service is enabled, Internet configuration and HTTP configuration must be
completed.

2.1.2 Troubleshooting

Scenario Possible Error Information Solution

Initialize the internal
protocol stack before
sending the command to
create the link.

] +CME ERROR: The
Create the link. network has not been
ATAIPOPEN=1,"HT | established yet
TP","m2m.huawei.
com”,9001 +CME ERROR: The link has | Try to open an already
been established already established link.

Huawei Proprietary and Confidential
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2.2 Configuring Data Transmission Mode

2.2.1 Reference Process

Command Description

Set data transmission mode to
transparent transmission mode.

ATAIPCFL=14,0

OK

ATNIPCFL=14,1 Set data transmission mode to

command transmission mode.
OK

ATNIPCFL=14,2 Set data transmission mode to buffer

transmission mode.

OK

The AT IPCFL command is used to set the data processing mode for HTTP, which is
same as FTP.

By default, the transparent transmission mode is set. Users can change the data
transmission mode as per the need specified in section 1.2 .

2.3 Downloading File Using "GET" Command in
Transparent Mode

2.3.1 Reference Process

Command

Description

ATAIPINIT="mhahuawel.com"
OK

ATAPOPEN=1,"HTTP","m2m.huawei.c
0m192.166.63.41",9001

OK
AT/ IPCFL=14,0

OK

ATAHTTPCMD=1,GET , http://m2m.huaw
ei.com:9001/n_index.txt

Initialize the internal protocol stack.

Create the link.

Set data transmission mode to
transparent mode. By default it will be
in transparent mode only.

Download the file from the HTTP
server n_index.txt (In the following
example, <link_id> is 1).

Issue 01 (2014-10-10)
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CONNECT
hello123

OK

APSRVST: 1,12,200

2.3.2 Troubleshooting

Scenario

Possible Error
Information

Solution

ATAHTTPCMD=1,GET,
http://m2m.huawei.co
m:9001/n_index.html

+CME ERROR: The Make sure that the get
link has not been operation link ID is

established yet

established.

2.4 Downloading File Using "GET" Command in

Command Mode

2.4.1 Reference Process

Command

Description

ATAIPINIT="mhahuawel.com"

OK
ATAIPCFL=14,1

OK

ATAIPOPEN=1,"HTTP","www.m2m.hua

wei.com",9001

OK

ATAHTTPCMD=1,GET,http://m2m.huawei

.com:9001/n_index.txt

OK

NPDATA: 1,5,hello123

MPSRVST: 1,12,200

Initialize the internal protocol stack.

Set data transmission mode to
command mode

Create the link.

Download the file from the HTTP
server n_index.txt (In the following
example, <link_id> is 1).
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2.5 Downloading File Using "GET" Command in Buffer

Mode

2.5.1 Reference Process

Command

Description

ATAIPINIT="mhahuawel.com”
OK

ATAIPOPEN=1,"HTTP","m2m.huawei.co
m",9001

OK
AT?IPCFL=14,2

OK

ATAHTTPCMD=1,GET, http://m2m.huaw
ei.com:9001/n_index.txt

OK

AMPRCV: 1,1
AT/AIPRCV=1,5

ANMPRCV: 1,5
Hello

OK

Initialize the internal protocol stack.

Create the link.

Set data transmission mode to buffer
transmission mode.

Download the file from the HTTP
server n_index.txt (In the following
example, <link_id> is 1)

Receive the data stored in the buffer.

2.6 Uploading File Using "POST" Command in

Transparent Mode

2.6.1 Reference Process

Command

Description

ATAIPINIT="mhahuawel.com"
OK

AT~ IPOPEN=1,"HTTP","m2m.huawei.co

m",9001

Initialize the internal protocol stack.

Create the link.
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OK
AT”AIPCFL=14,0

OK

ATAHTTPCMD=1,POST,HTTP://m2m.hu
awei.com:448/cgi-
bin/textarea.cgi,20,"text/plain"
CONNECT

textcontext=hello123

Enter 20 bytes of data

Set data transmission mode to online
mode.

Upload the data using this command .If
the upload has to be cancelled, then
give +++ to terminate.

<phtmlI><head><title>Text Area - Fifth CGI
Programc</title></phead><body><h2>EnteredText Content is

hello123</h2></body></htmI>

OK

APSRVST: 1, 12,200

2.7 Uploading File "POST" Command in Command Mode

and Buffer Mode

There is no difference in HTTP POST operation of "Command mode and Buffer
mode". In both modes, AT IPSENDEX is used to enter the data.

2.7.1 Reference Process

Command

Description

AT~ IPINIT="mhahuawel.com"
OK

ATAIPOPEN=1,"HTTP","m2m.huawei.
com",9001

OK
AT/ IPCFL=14,1

OK

ATAHTTPCMD=1,POST,HTTP://m2m.h
uawei.com:448/cgi-
bin/textarea.cqi,20,"text/plain"

OK

Initialize the internal protocol stack.

Create the link.

Set data transmission mode to
command mode.

Upload the data content to the post
script textarea.cgi.

Issue 01 (2014-10-10)

Huawei Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.

20


http://192.166.63.35:448/cgi-bin/textarea.cgi
http://192.166.63.35:448/cgi-bin/textarea.cgi
http://192.166.63.35:448/cgi-bin/textarea.cgi
http://192.166.63.35:448/cgi-bin/textarea.cgi
http://192.166.63.35:448/cgi-bin/textarea.cgi

g'é HUAWEI MU509-b HSDPA LGA Module

HUAWEI

IPSTACK Application Guide

HTTP Application Scenarios

ATNIPSEND=1,"textcontext=hello123"
NPSEND: 1

OK

NPSRVST: 1,12,200
ATAIPSENDEX=1,0,"textcontent=hello1l
23"

NPSEND: 1

OK

NPSRVST: 1,12,200
ATAIPSENDEX=1,2,20,1,textcontext=h
ello123

NPSEND: 1

OK

NPSRVST: 1,12,200
ATAIPSENDEX=1,1,"74657874636F6E7
4656E743D68"

NPSEND: 1

OK

AMPSRVST: 1,12,200
ATAIPCLOSE=1
OK

Transmit the data through the link
established (in this case, <link_id> is 1).

Transmit the data through the link
established in IPSENDEX Mode 0 (in
this case, <link_id> is 1).

Transmit the data through the link
established in IPSENDEX Mode 2 (in
this case, <link_id> is 1).

Transmit the data through the link
established in IPSENDEX Mode 1(in
this case, <link_id> is 1)

Close the link.

[l NoTE

The <textcontent> specifies the corresponding field in the POST Script.
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2.7.2 Troubleshooting
Scenario I Frror Solution
Information
Close the specified +CME ERROR: Normal | The command is terminated.
link. error Run the ATM"IPCLOSE
ATAIPCLOSE=<link command again.
_id>
+CME ERROR: The Initialize the internal protocol
network has not been stack before sending the
opened yet command to create the link.
Create the link. +CME ERROR: The link | Run AT IPCLOSE to close the
A i has been established corresponding link.
AT" 'FOPEN‘L H_T already Alternatively, change the link ID
TP","m2m.huawei.c and send the command to
om",9001 create the link.
+CME ERROR: Fail to Change the local port number,
bind the specified port | or leave the local port number
blank.
Query link OK No link information is available.
information. Create a link, or accept the link
AT~ IPOPEN? as a server, and then query the
link information again.
AT HTTPCMD=? AHTTPCMD: (1- Get the current HTTP command
5),("GET","POST")
ATAHTTPCMD=1,G | +CME ERROR: The link | Run ATA"IPOPEN to open the
ET,http://m2m.hua | has not been link and then perform the
wei.com:9001/n_in | established yet download operation.
dex.html
ATAHTTPCMD=1,P | +CME ERROR: The link | Run ATAIPOPEN to open the
OST,"http://m2m.h | has not been link and then perform the
uawei.com:9001/cg | established yet upload operation.
i-
bin/textarea.cgi”,20
"text/index.html"
2.8 Error Codes
<state code> | Meaning
200 Operation successful
301 Moved permanently
302 Moved temporarily
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<state code> | Meaning
401 Requested action requires authorization
403 Forbidden
404 Resource not found
405 Method not allowed on resource
406 Requested representation not accepted
408 Request timed out
410 Requested source is no longer available server
500 Internal server error
501 Requested HTTP operation not supported
505 HTTP version not supported
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SMTP Application Scenarios

3.1 Creating an SMTP Server Link

3.1.1 Reference Process

Command Description

ATAIPOPEN=1,"smtp","192.166.63.41", An SMTP user is successfully logged
25,,"m2mtest@m?2m.huawei.com"”,"M2 in to SMTP.
mhuawei"

OK

AMPSRVST: 1,13,235

[l noTE

e Only one SMTP service can be enabled at a time.
e Before an SMTP service is enabled, Internet configuration and SMTP configuration must be

completed.
3.1.2 Troubleshooting
Scenario Possible Error Information Solution
Create the link. +CME ERROR: The Initialize the internal

protocol stack before
sending the command to
create the link.

ATAIPOPEN=1,"sm | network has not been
tp","192.166.63.41" | established yet
,25,,"m2mtest@m?2

m.huawei.com”,"M | +CME ERROR: The link has | Try to open an already
2mhuawei been established already established link.

Huawei Proprietary and Confidential

Issue 01 (2014-10-10) Copyright © Huawei Technologies Co., Ltd.

24


mailto:m2mtest@m2m.huawei.com

g'é HUAWEI MU509-b HSDPA LGA Module
HuAwel |IPSTACK Application Guide SMTP Application Scenarios

3.2 Sending Mail Through "emsend" Without Attachment

3.2.1 Reference Process

Command Description

AT~AIPOPEN=1,"smtp","192.166.63.41",25,,"m2m Create the link.
test@m?2m.huawei.com","M2mhuawei"

OK

AMPSRVST: 1,13,235

ATA"EMSEND=1,"m2mtest@m2m.huawei.com"," Send mail without
test with attachment","utf-8",0 attachment.

>
<ENTER THE BODY OF THE MAIL>
<Press Ctrl+Z to end input>

OK

APSRVST: 1,14,250

3.3 Sending Mail Through "emsend" with Attachment
Using 7 bit

3.3.1 Reference Process

Command Description

AT/ IPOPEN=1,"smtp","192.166.63.41",2 Create the link.
5,,"m2mtest@m2m.huawei.com","M2m
huawei"

OK

NPSRVST: 1,13,235
ATAEMSEND=1,"m2mtest@m?2m.huawe Send mail with attachment using 7 bit

i.com","test with attachment"," utf- algorithm.
8",1,"test.txt"
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>
<ENTER THE BODY OF THE MAIL>
<Press Ctrl+Z to end input>

OK

APSRVST: 1,14,250
ATAIPSENDEX=1,2,1500,0

APSENDEX: 1

OK
ATMIPSENDEX=1,2,1000,0

APSENDEX: 1

OK

AT/ IPSENDEX=1,2,500,1

APSENDEX: 1

OK

NMNPSRVST: 1,14,250

It can send maximum 1500 data at a
time. The last parameter i.e. <eof>
can be 0 and 1, where 0 means can
send more data and 1 means the last
data to be send. This is an example
on how to send 3000 bytes of
attachment.

Send 1000 bytes of data. The last
parameter is 0, which means not end
of file.

Send 500 bytes of data. The last
parameter is 1, which means end of
file.

3.4 Sending Mail Through "emsend" with Attachment
Using base 64

3.4.1 Reference Process

Command

Description

ATAIPOPEN=1,"smtp","192.166.63.41",25,,"m2m Create the link.
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test@m2m.huawei.com","M2mhuawei"

OK

NPSRVST: 1,13,235

ATA"EMSEND=1,"m2mtest@m2m.huawei. Send mail with attachment

com","test with attachment”, "utf-8",2,"test.txt"  using base 64 algorithm.

>

<ENTER THE BODY OF THE MAIL>

<Press Ctrl+Z to send>

OK

ANPSRVST: 1,14,250

ATNIPSENDEX=1,2, 4,1 It can send maximum 1500
data at a time. The last
parameter i.e. <eof> can be
0 and 1, where 0 means
more data can be sent and 1
means the last data to be
send.

NPSENDEX: 1

OK

ANPSRVST: 1,14,250

ATNIPCLOSE=1 Close the link.

OK

3.4.2 Troubleshooting
Scenario Possible Error Information | Solution

Close the specified
link.

ATNIPCLOSE=<link
_id>

+CME ERROR: Normal
error

The command is terminated.
Run the ATAIPCLOSE
command again.

Create the link.

AT~ IPOPEN=1,"sm
tp","192.166.63.41"

+CME ERROR: The
network has not been
opened yet

Initialize the internal protocol
stack before sending the
command to create the link.
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Scenario

Possible Error Information

Solution

,25,,"m2mtest@m?2
m.huawei.com" "M
2mhuawei”

+CME ERROR: The link
has been established
already

Run ATANIPCLOSE to close
the corresponding link.
Alternatively, change the link
ID and send the command to
create the link.

+CME ERROR: Fail to
bind the specified port

Change the local port
number, or leave the local
port number blank.

Query link
information.

AT”IPOPEN?

OK

No link information is
available. Create a link, or
accept the link as a server,
and then query the link
information again.

AT"SMTPCMD=?

AHTTPCMD: (1-
5),("GET","POS")

Get the current HTTP
command.

ATAEMSEND=1,"m
2mtest@m2m.hua
wei.com", "test
with
attachment","ut f-
8",2,"test.txt"

+CME ERROR: The link
has not been established
yet

Run AT IPOPEN to open the
link and then perform the
download operation.

3.5 Error Codes

<state code>

Meaning

235

Authentication successful

250

Its typical side message is "Requested mail action okay
completed": meaning that the server has transmitted a message.

354

The side message can be very cryptic ("Start mail input end
<CRLF>.<CRLF>"). It's the typical response to the DATA
command.

421

The service is unavailable due to a connection problem: it may
refer to an exceeded limit of simultaneous connections, or a
more general temporary problem.

450

"Requested action not taken — The user's mailbox is
unavailable". The mailbox has been corrupted or placed on an
offline server, or your email hasn't been accepted for IP
problems or blacklisting.

451

"Requested action aborted — Local error in processing”. Your
ISP's server or the server that got a first relay from yours has

encountered a connection problem.
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<state code> Meaning

452 Too many emails sent or too many recipients: more in general, a
server storage limit exceeded.

500 A syntax error: the server couldn't recognize the command.

501 Another syntax error, not in the command but in its parameters
or arguments.

502 The command is not implemented.

503 The server has encountered a bad sequence of commands, or it
requires an authentication.

504 A command parameter is hot implemented.

535 Authentication failure

550 It usually defines a non-existent email address on the remote
side.

551 "User not local or invalid address — Relay denied". Meaning, if

both your address and the recipient's are not locally hosted by
the server, a relay can be interrupted.

552 "Requested mail actions aborted — Exceeded storage
allocation": simply put, the recipient's mailbox has exceeded its
limits.

553 "Requested action not taken — Mailbox name invalid". That is,

there's an incorrect email address into the recipients line.

554 This means that the transaction has failed. It is a permanent
error and the server will not try to send the message again.

555 Syntax error
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FTPS, HTTPS and SMTPS in Secure Mode

4.1 Create a Secure Control Link

4.1.1 Preliminary Operations

Before initializing a secure socket and transmitting data over the secure channel,
certain preliminary operations need to be performed which are mentioned below.

4.1.2 TP Configuration

CyaSSL requires IP configurations to be done to access the secure server over
which data can be transmitted

To Configure APN
AT+CGDCONT=1,"IP","mhahuaweil.com"
OK

To check the APN settings
AT+CGDCONT?
+CGDCONT: 1,"IP","mhahuaweil.com"”,",0,0

OK

To get the Signal Strength
AT+CSQ
+CSQ: 28,99

OK

31 is the strongest, 0 is the weakest, and 99 for none.
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To get the registered network
AT+ COPS?
+COPS: 0,0,"Terminal MHA Net",2

OK

4.1.3 SSL And TLS

SSL and TLS are cryptographic protocols used over the Internet to provide secure
data communication in client server architecture.

4.1.4 Certificates

The SSL module allows the storage of a server certificate. It is assumed that licensed
version of CyaSSL contains certificates that will be unique for each device.

4.2 Configure SSL

Before opening an SSL socket and exchanging data through secure/normal socket,
following steps need to be performed:

Initialize SSL Library

Enable the secure CyaSSL channel

Configure the secure socket

Certificate Management

4.2.1 Initialize SSL Library

Before opening a secure socket and exchanging data through it, the CyaSSL
Library needs to be initialized. Once SSL service task is created, CyaSSL library is
initialized internally and a CyaSSL context is created.

4.2.2 Enable CyaSSL

The first step to be done in order to exchange data through an SSL socket is
enable the secure socket.

This can be done using the AT command ATASSLEN:
ATASSLEN=<SSId>,<Enable>[,<Encode_ok>]
Where:

® <SSL id>: must be set to 1, for Security Socket ID available.

® <Enable>: indicates the desired status. O indicates to disable socket; 1 indicates
to enable socket.

® <Encode_ok>: This parameter is not useful in case of HTTPS, FTPS and
SMTPS (optional, it will take the value as 1 by default).
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Without entering this command, any attempt to set SSL parameters by means of
an SSL command fails.

Example

Enable SSL socket 1:
ATASSLEN=1,1

OK

4.2.3 Configure CyaSSL Socket

CyaSSL socket parameters can be configured using the AT command ATASSLCFG.
ATASSLCFG=<SSL_id><TimeOut>[,<cipher_suit>,<security_level>]
Where:

® <SSL id>: must be set to 1, for Security Socket ID available.

® <TimeOut>: indicates default maximum blocking timeout. This is applicable only
in case of non-blocking sockets. Time out may range from 1 to 60 seconds .

® <cipher_suit>: set the value to 0, all the available cipher suites supported by
CyaSSL are proposed to the server. It is responsibility of the remote server to
select one of them.

® <security level>: the authentication mode
0: SSL verify none: no authentication, no security data is needed at all.

1: Server authentication mode: CA Certificate storage is needed (the most
common case).

2: Server or Client authentication mode: CA Certificate (server), Certificate (client)
and Private Key (client) are needed.

The table below is the supported Cipher Suite List (currently Supported 15 Cipher
Suites):

Value | Cipher_suites

All supported Ciphers

TLS_RSA WITH_RC4 128 SHA

TLS_RSA WITH_RC4_128_MD5

TLS_RSA WITH_NULL_SHA

TLS_RSA WITH_NULL_SHA256

TLS_RSA WITH_AES_256_CBC_SHA

TLS_RSA WITH_AES_128_CBC_SHA

TLS_RSA WITH_AES_128 CBC_SHA256

TLS_RSA_WITH_AES_256_CBC_SHA256

|0 N 0| Bd~|W|IN|PFL,|O

TLS_RSA_WITH_3DES_EDE_CBC_SHA

=
o

TLS_DHE_RSA WITH_AES_256_CBC_SHA
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Value | Cipher_suites
11 TLS_DHE_RSA WITH_AES_128 CBC_SHA
12 TLS _DHE_RSA WITH_AES_128_CBC_SHA256
13 TLS_DHE_RSA_WITH_AES_ 256_CBC_SHA256
14 SSL_RSA WITH_RC4_128 SHA
15 SSL_RSA WITH_RC4_128 MD5

Example

CyaSSL socket configuration:
ATASSLCFG=1,60,0,1
OK

4.2.4 Manage SSL Certificates

If the server or peer authentication needs to be done, all root CA certificates of server,
client certificate and private key are required (Refer <security_level> in section 4.2.3)

Certificates can be loaded using ATASSLMNG AT command.

ATASSLMNG=<SSL_id><data_type>,<action><file_name>,[<package_id><tota
|_no_of _packages>,<cert_info>],[<password>]

<SSL_id>: SSL socket ID.
1: Secure socket connection
<data_type>: identifies the certificate or key to be stored.

0: Certificate of the client (module). It is needed when the Server or Client
authentication mode has been configured.

1: CA certificate of the remote server, it is used to authenticate the remote server.
It is needed when <scur_level> parameter of ATASSLCFG command is set to 1
or 2.

2: RSA private key of the client (module). It is needed if the Server or Client
authentication mode has been configured.

<action>:

0: Store certificate
1: Delete certificate
2: Load certificate

<file_name>: the file name for ™. The maximum length of the file name is 255.
And we are supporting only *.pem type files only.

<package_id>: package identification number (1-10).

<total_no_of_packages>: total number of packages after splitting the Base 64
encoded format certificate data of each package of size maximum of 1024 bytes
(1-10).

<cert_info>: string type, broken certificate package (converted into Base 64
encoded format before splitting the package) data (1-1024 bytes).
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®  <password>: string type, password for Private Key (1-80 bytes) -plain text.
Example
e  Store CA certificate:

ATASSLMNG=1,1,0,"ca-
cert2.pem”,1,7,"LSOtLS1CRUdJTIBDRVJIUSUZIQOFURSOLSOtCk1JSUVuakNDQT
RhZOF3SUJBZ0IKQUUUXAXOTVKZIEATUEWRONTCUdTSWIZRFFFQkJRVUFNSU
dRTVFzdONRWUQKVIFRROV3SIZVekVRTUEOROEXVUVDQK1IVFc5dWRHRNVZVE
VRTUEOROEXVUVCeE1IUWO05NIpXMWhiakVSTUE4RWpBMVVFQ2hNSVUYRjNKRz
12ZEdneEV6QVJICZ05WQKFzVENITnZibk4xYKhScGJItY 3hGakFVQmdOVkIBTVRE
WGQzCmR5NTVZWE56YkM1amlyMHhIVEFiQmdrcWhraUc5dzBCQ1FFVORtbHVa
bTIBZVdGemMyd3VZM;jl0TUIOWERURXgKTVRBeUSERTRNVGd4TIZVWERURTBN
RGN5TURFNE1UZ3hOVm93Z1pBeEN6QUPCZ05WQKFZVEFsVIRNUKF3RGAZRA
pPWUVFIRXdKTmIyNTBZVzVoTVIBdORNWURWUVFIRXdKQ2IzcGxiVOZ1TVIFAOR3
WURWUVFLRXdoVFIYZDBiMjkwCmFERVRNQKVHQTFVRUNATUtRMjILYZNWC2R
HbHVaekVXTUJRROEXVUVBeE10ZDNKMOxubGhjM05zTG10dmJURWQKTUJZRO
NTcUdTSWIzRFFFSKFSWU9hVZVtYjBCNVIY TnpiQzVqYjlwd2dnRWINQTBHQINXR
1NJYjNEUUVCQVFVQQpBNEICRHABA2dnRUtBbOICQVFDLORND3RGTEIREVKYn
pUZ2ZTdkpOZFJEeHRGV2YZzOHA5QTVqVHIONERadTRXCjhkaXdmVzRIVKFzZUW1
DRK5NTXNTSUIMTVQ5NUZmY2x5ZHpMcXIwQzdhVKIRQXkrbzgIWEY4WXRpVmh
2dloyK2sKRUVHVNIRCWIONINBCO5KA2RsQXdXNmpvQON4ODdhZWIilbzA0S1J5¢3g
rM3ImSId3bFIKOVNWdzR6WGNsNzcyQQpkVkOVUEQzS1kxdWZGYIhUSFINdkdkR

OK

ATASSLMNG=1,1,0,"ca-
cert2.pem",2,7,"TgyM1k2ekxoOXIIWEMxOXBBYjlnaDNITWJRaTFUbIA0Y S9IMnJlalk
vCmM1ONKVMQVZuem1vWU9JZXA4AWXkxYU10b2YzRWdLL1dNWSOWVOwW2TWOwc
mR2c1ZvWDF6aVpDUDZUV0cvK3d4TkoKQOJZTHAWMWSBRKIAWNIOT21PMVJISU
jl1Qk5rTDd0OZ29zMHU5N1RaNUFNTUJIBQUdqZ2Znd2dmVXdIUVIEVIIWTWpPCQIIFR
KNIT1p4RjB3eVIKUCswelk3T2syQjB3NWVqVk1ISEZCZ05WSFNNRWdIMHANYnFB
RKNIT1p4RjB3eVIKCIArMHpZNO9rMklwdzVIalZvWUIXCcEIHVE1LIJR1IFNUXN3Q1FZR
FZRUUdFdOpWVXpFUU1BNEdBMVVFQOINSFRXOXUKZEdJGdVIURVFNQTRHQT
FVRUJ4ATUhRbTKk2WIcxaGJgRVINQThHQTFVRUNOTUIVMKYzZEc5dmRHZ3hFekF
SQMAOVgpCOXNUQ2tOdmMJIUTjFiISFIwYm1ljeEZqQVVCZ05WQKFNVERYZDNkeT
UIWVhOemJDNWpiMjB4SFRBYkJna3Foa2IHCjISMEJDUUVXRG1sdVptOUFIV0Z6
YzJ3dVkyOXRnZ2tBNmRDblgza2w5RHA3REFZRFZSMFRCQVV3QXdFQi96QU4K
QmdrcWhraUc5dzBCQVFVRKFBTONBUUVBWDRZVTIGROx2S1ZPTUSWZXJKC)RIT
mttUzVOQNTR4eUpiNTd1czUxMwpQb2tnZHFQbTZIWVZIZHZpTTdJIMDFkQ2Y40E
draDVKYytkSCONQytPQTd5elBBd3IVNUIMR3BBZXI1IM3pudGNICKkFXbDIKMIpgTDY
AWTE2d1ItSXIEanpgekM2dzJFSFg3eW5ZVFVGcONgMO8VNDZEdAW exSWXWTTRte
nNB50UwzbXIKRzJDNGt2RUR3UHc3Q05uQXJkVnIDQ1dBWVMzY242ZURZZ2RINE
FKTVN3Y3dCS21ISEZWL0JATFF5MEpkeTg5bQpBUM9YN3ZrUF"

OK

ATASSLMNG=1,1,0,"ca-
cert2.pem",3,7,"IMZmJiMmpsVGtGaWJOTnZZRTIMSjk3UEdBZnhFMTNMUDZrbFJO
cFNYTWdFNFZZUzITcVFUdEhpCnJ3RzFINkhzZTWRwWN1kybkV1UFBuenFFOXdOd
HQ4NOxaUnNpzZnc3aHdXaDkveWc9PQotLSOtLUVORCBDRVJUSUZJQOFURSOLLS
O0tCkNIcnRpZmljYXRIOgoglCAgRGFOY ToKICAgICAgICBWZXJzaW9uOiAzICgweDIp
CiAgICAgICAgU2VyaWFsIE51bWJIcjoKICAgICAGICAQICAgZTK6ZDAGYTc6NWY6N
zk6MjU6ZjQ6M2MKICAgICAgICBTaWduYXR1cmUgQWxnb3JpdGhtOiBzaGExV2I0a
FITQUVUY3J5cHRpb24KICAgICAgICBJc3N1ZXIGIEMIVVMsIFNUPUlvbnRhbmEsl
Ew9Qm96ZW1hbiwgTz1TYXd0b290aCwgT1U9Q29uc3VsdGluZywgQ049d3d3Lnlhc
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3NsLmNvbS9IbWFpbEFkZHJIc3M9aW5mb0B5YXNzbC5jb20KICAgICAgICBW YWxp
ZGl0eQogICAgICAgICAgICBOb3QgQMVYmMb3JIOIBPY3QgMjQgMTg6MTgeMTUgM]
AXMSBHTVQKICAQICAgICAgICAgTmMI0IEFMdGVyIDogSnVsIDIwIDE4OJE4OQjELIDI
wMTQgRO1UCIAgICAgICAgU3ViamVjdDogQz1VUywgU1Q9TWOudGFuYSwgTD1C
b3pIbWFULCBPPVNhd3Rvb3RoLCBPVT1Db25zdWx0awW5nLCBDTj13d3cueWFzc2
wuY29tL2VtYWIsQWRkemVzczlpbmZvQHIhc3NsLmMNvbQogICAgICAgIFN1YmplY3
QgUHVIibGIjIEtleSBIbmZvOgogICAgICAgICAgICBQdW JsaWMgS2V5IEFsZ29yaXR
obTogcnNhRW5jcnlwdGlIvbgogICAgICAgICAgICBSUOEgUHVIibGIjIEtleTogKDIwNDg
gYmIOKQogICAgICAg!"

OK

ATASSLMNG=1,1,0,"ca-
cert2.pem",4,7,"CAgICAgICAgTW9kdWx1cyAoMjAOOCBIiaXQpOgogICAgICAgICAgI
CAgICAgICAgIDAWOmMJImMOjBjOMNhOjJkOJE0OmMIyOjFIOjg00jQyOjVIOMNkOjM40j
FmOjRhOgogICAgICAgICAgICAgICAgICAgIGYYOjRkOjc10jJEWOmMYXxOmI20jM10ij|
MOMRMOMNhOjdkOjAzOjk40mMQzOmMFjOgoglCAgICAgICAGICAgICAGICAGIGRIQ]
AzOjY20mVIOjJhOmYxOmQ40mIwOjdkOjZIOjA30jUOQ]BiIOJEwWOjk40gogICAgICA
gICAgICAgICAgICAgIDIXOjRkOjgwOmNIiOjEyOjlwOmU30mNjOjRmMOmMRIOjQ10jdk
OmM50jcyOjc30gogICAgICAgICAgICAgICAGICAgIDMyOmMVhOmMNhOjkwOmMJiojY5
OjUyOJEWOjAZO;IMOME40mMYzOjk10mM10mYxOgoglCAgICAgICAgICAgICAgICA
gIDhiOjYyOjU20jFIiOmMVmOjY30;ZmOmEOOJEWOjQx0jk10OmFkOjBhOjliomUz0Ogog
ICAQICAgICAgICAgICAgICAgIGELIOMMwWOMIwOmMQyOjcwOjc20jUuwOjMwOjViOmE
40mU40jA40jJjOjdjOmVkOgogICAgICAgICAgICAgICAGICAgIGE30OmEYOjdhOjhkO
jM40jI50jFjOmFjOmMM30mVkOmYyOjdjOjk10mIwOjk10gogICAgICAgICAgICAgICA
gICAgIDgy0jdkOjQ50jVjOjM40OmNkOjc30j11OmVmMOmMJIkOjgwOjc10jUzOjk00OjNjO
gogICAgICAgICAgICAgICAgICAgIDNKkOmMNhAQOjYzOjViOjimOJEL1OMILOmMQzOjFkOJE
zOjIMOJE50MQxOjNjOMRiIOgogICAgICAgICAgICAgICAgICAgIDc20jNhOmMNjOmI4
0jdkOMM50mU10mMyOmQ30mRhOjQWO;ZMmOmMQ40jIxOmRjOgogICAgICAgICA
glCAg"

OK

ATASSLMNG=1,1,0,"ca-
cert2.pem",5,7,"ICAgICAgIDczOjFiOjQy0jJkOjUz0jljOmZIOjFhOmZjOjdkOmFiOjdhO
jM20OjNmMOjk40gogICAgICAgICAgICAgICAgICAGIGRIOjg00jdjOjA10jY30OmMNIOjZh
OjE00jM40jg30mMES50mMYx0jhjOmI10jY40gogICAgICAgICAgICAGICAGICAGIGNIQ)RTg6RDUKICAQICAgICAGICAGICAGIERpckShbWUBLOMOVVMVU1Q9TWOudGFuYS
o

OK

ATASSLMNG=1,1,0,"ca-
cert2.pem",6,7,"MPUJvemVtYW4vTz1TYXd0b290aC9PVT1Db25zdWx0aWw5nLONO
PXd3dy55YXNzbC5jb20vZW1haWxBZGRyZXNzPWIuZm9AeWFzc2wuY 29tCiAgICA
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gICAgICAQICAQICBzZXIpYWWBERTK6RDABQTC6NUY6NzKk6MjUBRjQ6MOMKCIAgIC
AgICAgICAgIFg1IMDI2MyBCYXNpYyBDb25zdHJIhaW50czogCiAgICAgICAgICAQICA
gICBDQTpUUIVFCIAgICBTaWduYXR1cmUgQWxnb3JpdGhtOiBzaGExV2I10aFJTQU
VuY3J5cHRpb24KICAgICAgICA1Zjo4NjoxXNDpmNDo1MTo4Y|piYzphNTo0ZTozMDp
kYTolZTphYzo5YTpmODo02YzpkOToyNjoKICAgICAgICAQYjo5MzpmOTpIMzoxYzo4
0T02Zjo5ZTplZTpiMz05ZD03Nz0zZTo40ToyMDo3NjphMzpINjoKICAgICAgICBIODo
ANjoxNToyMTpkYjpIMjozMzpiMjozNDpkNTpkMDo5ZjpmMzpjMTphNDo4Nzo5MjolY
ZOKICAgICAgICBmMOTpkMTpmZjozMDoyZjo4ZTowMzpiYzpiMzozY zowYzozMjphMz
05MDo01ZjoxYTo5MDoxZToKICAgICAgICBhZjo5ZDpmMzo5ZTpkNzowNzowMjphOT
03ZDoyNzo2Njo2MzoyZjphZjoxODpkNzphYzoxODoKICAgICAgICA50D04Yzo4Mzo
4ZjozODpmMzowYjphYzozNjoxMDo3NTpmYjpjYTo3NjoxMzo1lMDolYjowMjoKICAgI
CAgICA4Zjo3MzpiZjpIMzphMDplZTo4Mzo1MjoyNTo1NDpjZToyNjpjZTo5YzpiZDoyZjo
30TphYjoKICAgICAgICAXYjo2MDpiODo5MjpmMTowMzpjMDpmYzozYjowODpkOTp
JMDphZDpkNTo3MjowODoyNTo4MDoKICAgICAgICA2MToyZDpkYzo5ZjphNzo4Mz"

OK

ATASSLMNG=1,1,0,"ca-
cert2.pem",7,7,"02MjowNzoONzpIMDowNzo0Yzo0YjowNzozMDowNDphOTo4NzoKI
CAgICAQICAXYz0o1NTo3ZjowNzoxMjpkMDpjYjoOMjol1lZDpjYjpjZjo2NjowMToxY ToxNz
pIZTpmOTowZjoKICAgICAgICA2MDpiNzpkYjo2Zjo20ODpINTo0ZToOMTo2Mjo2ZTpkM
202Zjo2MD00Zjo0YjoyNzpkZTpjZjoKICAgICAgICAXODowNzpmMToxMzo1ZDpjYjoz
ZjphOToyNToONDpkYTo1MjolYzpjODowNDpIMTo1NjoxMjoKICAgICAgICBMNToyYT
05MDo0ZTpkMTpIMjphZjowMTpiNToyMzphMTplYzozMTpkYTo3Yjo2Mzo20TpjNDo
KICAgICAgICBIODpmMzpINzpjZTphMTozZDpjMDpkYjo2ZDpmMzpiMjpkOToONjpjO
Do5ZjpjMzpiODo3MDoKICAgICAgICALYToxZjo3ZjpjYQo="

OK
®  Store client certificate:

ATASSLMNG=1,0,0,"client-
cert.pem",1,7,"Q2VydGImaWNhdGUG6CIiAgICBEYXRhOgogICAgICAgIFZlcnNpb246l
DMgKDB4MIkKICAgICAgICBTZXJpYWwgTnVtYmVyOgoglCAgICAgICAgICA4Nz00
YTo3NTpiZTo5MTo2NjpkODozZAogICAgICAgIFNpZ25hdHVyYyZSBBbGdveml0aGO6l
HNoYTFXaXRoUINBRWS5jcnlwdGlIvbgogICAgICAgIEIzc3VIcjogQz1VUywgU1Q9T3JI
Z29uLCBMPVBvcnRsYW5KLCBPPXIhUINMLCBPVT1Qcm9ncmFtbWIuZywgQ049d
3d3Lnlhc3NSLMNvbS9IbWFpbEFkZHJIIc3M9aW5mb0OB5Y XNzbC5jb20KICAgICAgIC!
CAgICAQICAgICAgICAgICAWMDpjMzowMzpkMToyYjpmZTozOTphNDozMjoONTozY]|
01MzpjOD0o4NDoyYjoKICAgICAgICAgICAGICAgICAGICAYYTo3Yzo3NDo5YTpiZDph
YToyYTo"

OK

ATASSLMNG=1,0,0,"client-
cert.pem",2,7,"1MjowNzoONzpkNjphNjozNjpiMjowNzoKICAgICAgICAgICAgICAgICA
glCAzMjo4ZTpkMDpiYTo20To3Y|pjNjpjMzoOND05ZTpkND0o4MToOODpmZDoyZDoK
ICAgICAgQICAQICAQICAQICAgICA20DphMjo4Yjo2NzpiYjphMTo3NTpjODozNjoyYzo0
YTpkMjoxYjpmNzo4YjoKICAgICAgICAQICAgICAQICAGICBIYTpjZjowZDpmOTplZjplY
zpmMTo4MToxZTo3Yjo5YjowMzoONzo5Y TpiZjoKICAgICAgICAGICAGICAGICAQICA2
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owZDo1MDo02ZDoKICAgICAgICAgICAgICAgIC"

OK

ATASSLMNG=1,0,0,"client-
cert.pem",3,7,"AgICAzYjphMzozYjphMz050T01ZTo5ZDpjODpkOTowYzo4NTpiMzpk|M
gQXV0aG9yaXR5IEtleSBJZGVudGIimaw VyOiAKICAgICAgICAgICAgICAGIGtieWIkOj
MzOkQ40jQ10jY20kQ30jY40jg30jE40jdFOjUOO|BEQjcwOjl30jkxOkM30jI20kQ3
0jg10jY1OKMwCIAgICAgICAQICAgICAgGICBEaXJOYW1IOiI9DPVVTLINUPU9yZWd
vbi9MPVBvcnRsYW5KL089eWFTUOwWvT1U9UHJIVZ3JhbW1pbmcvQ049d3d3Lnlhc3
NsLmMNvbS9IbWFpbEFkZHJIc3M9aW5mb0OB5YXNzbC5jb20KICAgICAgICAgICAgIC
AgIHNIcmIhbD0o4Nzo0QTo3NTpCRTo5MTo2NjpEOD0zRAOKICAGICAgICAgI"

OK

ATASSLMNG=1,0,0,"client-

cert.pem",4,7,"CAgWDUwWOXY zIEJhc2ljIENvbnNOcmFpbnRzOIAKICAgICAgICAgICA
gICAgIENBOIRSVUUKICAgIFNpZ25hdHVYyZSBBbGdveml0aGO6IHNoYTFXaXRoUl
NBRWS5jcnlwdGlvbgoglCAgICAgIDFjOjdjOjQyOjgxOjl50jlIQjIXOMNmMOmMQwOmMQ40
MMxOjU00;ZmOmNjOmFIOjE0OjA50jM40gogICAgICAgIGZmOjY40jk40jlhOjk10j
Uz0Ojc20jE40jdiOmU20jMwOjc20mV]jOjl40jBkOjc10mME30mRIOgogICAgICAgIGU
wOmMNKOjhIOmMQ10jU10jlIz0jZzh0jQ30jJiOjRIOhkOmMZjOjdkOjJA20mMmEzOmMQ40jBm
OmFkOgogICAgICAgIDVIOMQ20jA00MM50jAWOjMzOmMZi0jc30jI30mQzOmI1OjA
z0OmIzQOjdiOjIx0jc00jMx0OjBiOgogICAgICAgIDRhOMFmMOjJkOjFhOmMIz0OjkzOjhiIOMN
jOMYzOjVmMOjNKOjkwOjNmMOmMNjOmUzOjU10jJE50jkxOgoglCAgICAgIDdiOjc40jl00
JJIOJRhOJA50mMJiOjE40jRIOjYX0jIKkOjljlOMmM20jBhOmEwWOjM00jkx0Ojg4OgogICAgI
CAgIDcwOjZiOjNiOjQ40jQ30mJj0jc50jk00MEyOMEWOjRKOjMyOjQ30;U0OmMMyO
MEzOmMR]jOjJIOgogICAgICAgIGQYOjUxOjRjOjI50jM50|EXOMZmOmMUyYOJE10jVIOjU
40jk30jM20mY20mU50jA20jA20jg20gogICAgICAgIDBIOjhkOjlkOjk10jAzOjcyOm
lyOjhiOjE50jdjOmUS50JE0OjZIOMEX0jg40jcz0OjY40jU40gogICAgICAgIDZKOjecxOjVI
OmMyOmQ10mQzOJEzOMQYyOjVmMOmMRIOMVhOjAzOmMJIOMUyOjAWOjQwOmU10
mMNIOgogICAgICAgIGZkOmU20jkyOjMx0Oju30mMzOmViomJiojY20mFj"

OK

ATASSLMNG =1,0,0,"client-
cert.pem",5,7,"OmNiOjJmOjFhOmMZhOmUwOjYyOmEyOjQ30gogICAgICAgIGY0Ojk
z0jQz0jJh0jRIOjZjOjVIO]BhOjIJMOmMY50mU30mU20jRhOjYz0jg20mIiwOmFjOjJh
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0OgogICAgICAgIGEXOmMViOmIOO;}ViOj Y 30MNKOjMyOmUOOmMI20jJEXQOjRiOjIhOjcyOjXhOVFZhTUIHT01Rc3dDUVIEVIFRROV3SIZVekVQTUEWROEXVUUKQOJNR1QzSm
xaMjl1TVIFdOR3WURWUVFIRXdoUWIzSjBiIR0Z1IWKRFT01Bd0dBMVVFQ2hNRmMV
XRIRVMHd4RkRBUwpCZ05WQkFzVEMxQnliMmMR5WVexdGFXNW5NUIIBRKFZRFZ
RUURFdzEzZDNjdWVXRnpjMnd1WTI5dE1SMHdHd1IKCktvWklodmNOQVFrQkZnN
XBibVp2UUhsaGMzTnNMbU52YIRDQOFTSXdEUVIKS29asSwh"

OK

ATASSLMNG=1,0,0,"client-
cert.pem",6,7,"2Y05BUUVCQIFBRGANRVAKQURDQOFRbONNZOVCQUINRDBTdIitP
YVF5UIROVHIJUXJLbngwbXlycUtsSUhSOWFtTnJJSE1vN1F1bWw3eHNORQpudF
NCU1AwWdGFLSO0xaN3VoZGNnNMkxFcINHL2VMdXMATItIL3MAWUVIZTVzRFI1cS9aY
3gVWINScHB1Z1VpVnZrCk5QZkZzQINUOVdkNO9ucDQOUUZXVnBHbUUwS04wan
hBbkV6djBZYmMZOMUVIREtFNzImR2pTalhrNGM2VzN4dCsKdjA2WDBCRG9xQWd3
Z2EAZO0MWTVVAWFJUdERLQ210Mkd3b2hBbVRhRHVONUFjaUIYMTFKbEpPIT3d6dT
haemE3LwpIR3g3d0JIRDFFNXIEVKJOTzZNN281bGVuY2paREIXejJZclpWQ2JiYmZ
xc3UVOGXUTVRSZWZSeDAOWKFHQK93Clk3VnlUakRFbDRTROXWWXYxeFgzZjhD
dTImeG11ZnVodXRNQOF3RUFBYU9COWpDQjh6QWRCZ05WSFEORUZNUVUKTTI
0RIp0ZG90eGgrVkExd0o1SEhKAGVGWmMNBA2djTUABMVVKSXdTQNV6Q0J1SUFV
TTIoRIp0ZG90eGgrVKEXdwpKNUOISNRIRIpjQ2hnWINrZ1pFd2dZNHhDekFKQmdOV
kJBWVRBbFZUTVE4dORRWURWUVFJIRXdaUGNtVm5iMjR4CkVUQVBCZ05WQKF
JVENGQnNZjblJzZWVc1a01RNHJEQVIEVIFRS0V3VjVZVK5UVERFVU1CSUdBMVVF
Q3hNTFVISNnYKWjNKaGJIXMXBibWN4RmpBVUJINTIZCQU1URFhKM2R5NTVZWES
6YkMlamlyMHhIVEFiQmdrcWhraUc5dzBCQ1FFVwWpEbWXx1WmO5QWVXRnpjMnd1
WTI5dGdnaOFoMHAXdNBGbTJEMHAEQVIEVIIWVEJBVYXdBdOVCL3pBTkJna3Foa2l
HCjISMEJBUVVGQUFPQOFRRUFISHhDZINtZUIjL1EYyTUZVYjh5dU"

OK

ATASSLMNG=1,0,0,"client-
cert.pem",7,7,"ZBazQvMmIZbXBWVGRoaDc1aklyNONNTmRhZmUKNEQOYTzFWVWp
ha2NyVG8zOGZRYWoyQStOWHRZRXIRQXorM2NuMDdVRHMzc2hkREVMUSE4dE
dyT1Rqc3p6WHoyUQpQOHpgVIJtUmUzZ2tMa29KdXhoTLITMMN4Z3FnTkpHSWN
Hczd TRWU4ZVpTaW9FMHISMVRDbzI3dTBsRk1LVGtSCi8rSVZYbGIYTnZicEJnYU
dEbzJKbFFOeXNvclpmT2tVYnFHSWMyaFIIWEZId3RYVEU5SMYzdW9EdnVJIQVF
PWES8KL2VhU01WZkQ2N3Rtck1zdkd2cmdZcUplOUpOREtrdHNYZ292K2VmbVNLT
0dzS3dxb2V1MFcyZk5NdVMyRVV1YQpjbVIOb2twMmovNGI2SVASMjdmVnFINEZS
YkZ4ZmhzcjRIT3Z3QTO09CIiOtLSOtRUSEIENFUIRJRKIDQVRFLSOtLSOK"

OK
e  Store client-Key certificate

ATASSLMNG=1,2,0,"client-

key.pem",1,3,"LSOtLS1CRUdJTIBSUOEgQUFJJIVKFURSBLRVKILSOtLQpNSUIFCEFJIQ
KFBSONBUUVBd3dQUksvNDVWREpPGTzFQSWhDc3FmSFNhdmFvecVVnZEgxcVkyc
2djeWp0QzZhWHZHCncwU2UxSUZJIL1Mxb29vdG51NkYxeURZc1INOSWISNHU2en
czNTcrenhnUjU3bXdOSG1yOWx6SDIsSkdtb TZCUOoKVytRMDk4V3dGSIAXWjNzNm
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OK

ATASSLMNG=1,2,0,"client-
key.pem",2,3,"NK2x4M0ZKOWIDRWIMMGS5IdW5IVzZjeEhIb2dObEZIRVACWTZnYk
Evb3MrbQpiQjz3QmIrQWorZDNkcXpie XNmWIhwcy9KcEJTcnZ3NGtBQVVIN1FQV
OpUbkwycCtIRTICSWRReFdSOU9paHFOCNAxZHNJdGpsOUgOeXBoREXxaS1ZWQ
TRIbUp3V0130WUySjdKTnVgRGFSNDIVMHoyTGhIMIVIRmMIsQW9HQKFOVTQKRz
hPUHhaTU1Sd3R2TIpMRNNJIMUd5SkIZai9XQUN2ZnZvZjZzBdWJIVcXVzbllzRjIsQjl
DVGpkaWNCQnpVWW82bQpKb0OVCLzg2SO0ttTTBOVUNXYIIEZWITTnFWMDJIYnEy
VFRsYVFDM]JKYzRzTXJpYzkzazd3cXNWc2VHZHNsRktjCk4yZHNMZSs3cjkrbWtE
ekVSOCtObHA2WXFiU2Z4YVpRMOxQdyszUVhBbOdBWGINSIlyMjZmS0svUW5UM
WZCelMKYWNrRURZVIitQajBrIRXNNWWUVTXAAMThPZG14WmRIUkJoR21kTXZQ
TkixdXdOYnBLc2p6bDIWaTJZazlkM3VXZQpDc3BUc216M25yTnIDbHQ1IWmMV4dwt
VNINJUGI4L0JidDAzZWU00dXgvc21rVGEzZ09XalprdEY2MOphQmFkVHBMCjc4Yzh
QdmY5SnJInzZ3hKaOttbk8rd3hrQ2dZRUF1alNURKtSMEdUdGZrVONzOTdUV2dRVT
JVVKO5NKkdYY3J5N2MKWVQ3SmZiaC90LOE3bXdPQOtUZk9jazRSMWJIIQkRBZWdt
WkZLalgvc2VjL3hPYlhwaGV4aTk5cDI2R1JOSWp3Two4dFpSOVImMWW1jQVIIR]BQ
S2YXYjRXN1pITmtoVm0zOGhOQmY3UkFWSEJnaDU4UTITOWZRbm1xVnp5TEpB
M3VICjQyQUIvQzhDZ1IBUjBFdIBHMmU1bnhCMVIOWmxyakhDeGpDcldRWIEyUSs
XYOFiMzhOUEIZbnivMmO3MKIUL1QKZjEvcWIxcy"

OK

ATASSLMNG=1,2,0,"client-
key.pem",3,3,"8yU3BIODFIU3dqQTM0eTJgZFEWZVRTRTAXVYMR3WEItL2N1eEtibW
pWelJoMEOWNk1PaldQNXBaQQo2MIALR1IZNIVKMkpTNOR6K105ZEtKVTR2aldye
Wx6bmsxTTBVVVZKRXpsbFFrYWhuODMxdnc9PQotLSO0tLUVORCBSUOEgUFJJVkK
FURSBLRVktLSOtLQo="

OK

Once the configuration is done, we can perform FTPS, HTTPS and SMTPS
operations.

4.3 Examples

Examples given are showing how to make secure connection for FTPS, HTTPS and
SMTPS.
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4.3.1 FTPS

Command

Description

AT~ IPINIT="mhahuaweil.com"
OK

ATASSLEN=1,1,1

OK

ATASSLCFG=1,30,0,1

OK
AT~ IPOPEN=2,"FTPS","192.166.63.41",
990,,"username","password"

OK

APSRVST:1,10,230

Initialize the internal protocol stack.

Enable a secure socket.

Configure the properties of a secure
socket.

Create a secure FTP control link, an
FTP user is successfully logged in to
FTP server.

GET and PUT operations are the same as in normal FTP.

4.3.2 HTTPS

Command

Description

ATAIPINIT="mhahuaweil.com"

OK

ATASSLEN=1,1,1

OK

ATASSLCFG=1,30,0,1

OK
ATAIPOPEN=3,"HTTPS","m2m.huawei.
com",448

OK

Initialize the internal protocol stack.

Enable a secure socket.

Configure the properties of a secure
socket.

Create a secure HTTP server link, an
HTTP user is successfully logged in to
HTTP server.

GET and POST operations are the same as in normal HTTP.

Issue 01 (2014-10-10)

Huawei Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.

40



g'é HUAWEI MU509-b HSDPA LGA Module

HuAwel |IPSTACK Application Guide FTPS, HTTPS and SMTPS in Secure Mode
4.3.3 SMTPS

Command Description

ATAIPINIT="mhahuaweil.com" Initialize the internal protocol stack.

OK

ATASSLEN=1,1,1 Enable a secure socket.

OK

ATASSLCFG=1,30,0,1 Configure the properties of a secure

socket.
OK

ATMIPOPEN=1,"smtps","192.166.63.41 Create a secure SMTP server link, an
",25,,"m2mtest@m?2m.huawei.com”,"M SMTP user is successfully logged in to
2mhuawei” SMTP server.

OK

APSRVST:1,13,235

Sending emails (EMSEND) operation is the same as in normal SMTP.
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Abbreviations
Abbreviations Full spelling
APN Access Point Name
FTP File Transfer Protocol
HTTP Hyper Text Transfer Protocol
SMTP Simple Mail Transfer Protocol
SSL Secure Socket Layer
TLS Transport Layer Security
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